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Hard problems 
(NP)

Easy problems 
(polynomial)

Quantum 
easy

Simulating quantum 

mechanics

Factoring, discrete logarithms 

Financial modeling

Optimization

Monte Carlo simulations

Why quantum?
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Quantum computing is expected 

to have impact across industries

© 2026 IBM Corporation

Aerospace

Financial 
services

Healthcare & 
life sciences

• High strength-to-weight materials development
• Wing ply-composite design optimization
• Aircraft computational fluid dynamics

• Portfolio optimization
• Derivatives/options pricing
• Anti-money laundering

• Grid management
• Grid optimization with EVs
• Carbon sequestration

• Drug discovery and drug design optimization
• mRNA & protein structure predictions
• Disease target & biomarker discovery

Automotive

Electronics & 
semiconductors

Energy

Chemicals

• Placement and routing optimization
• Deposition/etch process modeling
• Multi-domain simulation

• Advanced batteries
• Multi-objective vehicle routing optimization
• Auto design and simulation

• Lower energy fertilizer manufacturing
• Efficient catalysts
• Accelerated product development

Optimization

Quantum 
machine
learning

Hamiltonian 
simulation

Partial 
differential 
equations
(PDEs)

Slide ID: 520
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Uniquely quantum 

Some problems are classically intractable and will 

never be solvable with traditional computers

Superposition

A quantum system existing in 

a complex linear combination 

of two states until it is 

measured

Entanglement

Information shared jointly 

between entangled pairs or 

groups

Interference

Interaction that affects 

likelihood of solutions

Moore’s law: the number 

of transistors in a classical 

integrated circuit doubles 

about every two years

… but we are approaching the 

end due to physical limitations

Approaching the physical limit: 

IBM created the world’s first 2 nm 

node chip in 2021, with transistors 

as small as 10 silicon atoms

6© 2025 IBM Corporation

These Quantum concepts can reduce the number of computational steps required for certain algorithms
&
At a ~100 qubit scale, with sufficient circuit depth and complexity, classical computers can no longer 
simulate exactly

https://research.ibm.com/blog/2-nm-chip
https://research.ibm.com/blog/2-nm-chip
https://research.ibm.com/blog/2-nm-chip
https://research.ibm.com/blog/2-nm-chip


An ordered sequence of coherent (reversible) quantum gates and irreversible operations that form a quantum computation 

A quantum circuit can represent any computation provided that the quantum gates in the circuit are taken from a ‘universal’ set

Quantum circuits - The fundamental unit of quantum computation

Superposition

Entanglement

Quantum circuit:

@ 2025 IBM Corporation



First quantum computer 
on the cloud 

2016



2016 Mermin inequalities 
on a 5-qubit quantum 
computer



2026 Even before fault tolerance 
useful quantum computing 
is here
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– 60 quantum devices (<100 qubits)

– 29 quantum computers (>100 qubits) that can run circuits 
with >5000 two-qubit gates

– Average 97% availability across fleet

– 99% availability of at least one Heron R2+

– Job success rate >99.5%

IBM EU Quantum Data Center 

Ehningen, Germany

October 2024

Currently operating 3 quantum computers with 100+ qubits

IBM US Quantum Data Center

Poughkeepsie, USA 

August 2019

Currently operating 6 quantum computers with 100+ qubits

2 Quantum Data Centers

JHPC-quantum Riken
Kobe, Japan
May 2025

Discovery Accelerator
Cleveland Clinic  
Ohio, USA
March 2023

Discovery Accelerator
PINQ 2

Bromont, Canada
September 2023

Quantum Computational 
Center
Rensselaer Polytechnic
Troy, New York
April 2024

Quantum Computational 
Center
Yonsei University
Seoul, South Korea
September 2024

Quantum Computational 
Center
University of Tokyo
Shin-Kawasaki, Japan 
June 2021

IBM-Euskadi Quantum 
Computational Center
San Sebastián, Spain
October 2025

National Quantum 
Algorithm Center
Chicago, USA
Projected 2026

Quantum Valley
Tech Park
Andhra Pradesh, India
Projected 2026

9 Quantum Computers On-Site
IBM leads in quantum 
computer deployments

© 2026 IBM Corporation

Slide ID: 
260
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Nighthawk r2

120 programmable qubits with 

square connectivity

458 physical qubits

On-chip reset critical for error 

correction

Coming August 2026

© 2026 IBM Corporation

25x 
Speedup in circuits per second 

compared to Heron

11x 
Improvement in initialization 

error compared to Heron

2.7e-3 
Median 2Q error rates

100,000 
Max circuits per second
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CPUs
+

Quantum-centric supercomputing

GPUs
QPUs+

for accelerated scientific discovery

18



Enabling Feynman’s vision with 
quantum-centric supercomputing

I’m not happy with all the analysis that go with 

just classical theory, because nature isn’t 

classical… And if you want to make a 

simulation of nature, you’d better make it 

quantum mechanical, and, by golly, it’s a 

wonderful problem because it doesn’t look so 

easy.

Richard P. Feynman
1982

Dyson orbital computed with SqDRIFT on 72 qubits

STM images of the Dyson orbital

SqDRIFT application to the half-Möbius molecule 
created by atomic manipulation in IBM laboratories

STM (experimental) STM (quantum computer)

“

”

© 2026 IBM Corporation

Rončević et al., Science (5 March 2026)
and arXiv:2507.03516
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2024
October
arXiv:2410.09209

2024
November
arXiv:2411.09861

2025
December
arXiv:2512.17130

2026
April
arXiv:2605.01138

2026
April
arXiv:2605.01138

10 atoms 36 atoms 303 atoms 11,608 atoms 12,635 atoms

|

© 2026 IBM Corporation

GPU QPU CPU

Simulation of initial 
mean field object on 

full system

Partitioning into fragments and 
collecting candidate electron 

configurations from each LUCJ circuit

Post-processing of 
the data from the 

quantum computer

Pushing the scale of chemistry applications 

with quantum-centric supercomputing
Cleveland Clinic

In collaboration with:
             RIKEN
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2026

Programmable

(2Q gates)

Logical

(T gates)

2028

Nighthawk Nighthawk Nighthawk

120 qubits
7.5K QuOPs
10 MHz

500+ qubits
10K QuOPs
10 MHz

1000+ qubits
15K operations
100K circuits/second

50+ qubits
1K T-gates 
1 MHz

80+ qubits
2K T-gates 
1 MHz

150+ qubits
10K T gates

Nighthawk Nighthawk

120 qubits
7.5K operations
100K circuits/second

500+ qubits
10K operations
100K circuits/second

50+ qubits
1K T gates 

80+ qubits
2K T gates

Quantum computational 
performance

Key performance metrics:

• Number of programmable 

qubits

• Number of qubit operations

• Throughput 

(Max circuits per second)

IBM Quantum Nighthawk: Outlook on client-accessible IBM quantum systems

2027
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Why do we have confidence in 2029 to 

deliver fault-tolerant quantum computing?

© 2026 IBM Corporation

We have developed a more efficient error correction 
code and demonstrated the ability to run the decoder 
software on relatively low-cost electronics

The gross code is 10x more efficient than the surface code



Building the first large-scale, 
fault-tolerant quantum computer

© 2026 IBM Corporation

2029 2033+

IBM Quantum Loon
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Oak Ridge National Laboratory and the oak leaf symbol are registered trademarks of the U.S. Department of 
Energy. Use of this mark does not constitute or imply its endorsement, recommendation, or favoring by the 
United States Government or any agency thereof or its contractors or subcontractors.

Ecosystem

IBM has the largest and most 
advanced network advancing 
quantum computing

The IBM Quantum Network has 325+ members

Industry members 70+
Commercial partners and startups 70+
Academic and research institutions 170+
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A PLATFORM 

for quantum computing 

A cloud platform that allows us to deliver the most 

performant 100Q+ quantum computers for global 

distribution

A set of runtime and application services that enable you to 

unlock advantage on today’s systems 

An open SDK that provides flexible and comprehensive 

interfaces for building, optimizing, and executing quantum 

circuits at scale

A collection of open science tools for designing QCSC and 

developing novel algorithms

© 2026 IBM Corporation

IBM Quantum 
Platform

IBM Quantum Platform Qiskit

28
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Hard problems 
(NP)

Easy problems 
(polynomial)

Quantum 
easy

Simulating quantum 

mechanics

Factoring, discrete logarithms 

Financial modeling

Optimization

Monte Carlo simulations

Why quantum?
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Prime factors

= p x q
2048-bit composite integer

251959084756578934940271832400483985714292821262040320
277771378360436620207075955562640185258807844069182906
412495150821892985591491761845028084891200728449926873
928072877767359714183472702618963750149718246911650776
133798590957000973304597488084284017974291006424586918
171951187461215151726546322822168699875491824224336372
590851418654620435767984233871847744479207399342365848
238242811981638150106748104516603773060562016196762561
338441436038339044149526344321901146575444541784240209
246165157233507787077498171257724679629263863563732899
121548314381678998850404453640235273819513786365643921
2010397122822120720357 

Expected computation time

The most powerful computer today: 

Millions of years
Shor’s quantum algorithm:

Hours

Public key encryption • Digital signatures • Key exchange algorithms

RSA • DSA • ECC • ECDSA • DH 

Today’s classical security protocols 

will be obsolete tomorrow

IBM Quantum Safe / © 2024 IBM Corporation 31



Our digital world 
depends on 
cryptography, which 
is used in trillions 
of transactions on 
billions of devices

Internet

Domain name system (DNS), 

Hypertext Transfer Protocol 

(HTTPS), Telnet, file transfer 

protocol (FTPS)

Digital signatures

Electronic identification and trust 

services (eIDAS), PDF advanced 

electronic signature (PAdES), 

advanced electronic signatures

Critical infrastructure

Code updates, control systems, car 

systems

Financial systems

Payment systems: EMV, CHAPS, 

Fedwire, TARGET2, EURO1; SWIFT; 

settlement systems

Blockchain

Wallets, transactions, 

authentication

Enterprise

Email: PGP, identity management, 

PKI, LDAP; virus scanning patterns; 

PKI services; bespoke applications

Systems have long update cycles

Passports: 10 years from issue

Road vehicles: 15–20 years

Aircraft/rail: 25–30 years

Some critical infrastructure: 50+ years

Data needs to stay secure for a long time

HIPAA: 6 years from last use per 

Security Rule

Tax records: 7–10 years in most countries; 

Sarbanes-Oxley Act set the precedent 

in the US

Legitimate interest under GDPR: 20+ years

Toxic Substances Control Act/Occupational 

Safety and Health Act: up to 30 years

IBM Quantum Safe /© 2026 IBM Corporation 32



What can a 

cybercriminal do?

Harvest confidential data to 
decrypt later

Decrypt lost or harvested 

confidential data by breaking 

encryption

Disrupt business with 

manipulation through 

fraudulent authentication

Manipulate digitally signed 

contracts and legal history by 

forging digital signatures

IBM Quantum Safe /© 2026 IBM Corporation

Availability of “cryptographically 
relevant” quantum computersHarvest now, decrypt later

AfterBefore

33

Launch extortion attacks by 

threatening to disclose harvested 

data

Create fake identities for websites 

or system administrators

Create fake software downloads 

and software updates, create 

indistinguishable fraudulent land 

records or lease documents



2016 2019 2020 2021 2022 2023 2024

Submission to NIST

Lattice-based cryptography
Code-based cryptography
Isogeny-based cryptography

NIST quantum-safe 
standards 

→ 203 ML-KEM
→ 204 ML-DSA
→ 205 SLH-DSA 
206 FN-DSA (Draft)

2024+ Round 4:
→ BIKE, Classic 
McEliece, HQC

NIST algorithm 
announcement

→ CRYSTALS-Kyber
→ CRYSTALS-Dilithium

→ Falcon 
→ SPHINCS+

IBM Cloud 

Availability of 
quantum-safe 
algorithms and 
communication

IBM z16

First quantum-
safe platform

IBM open source 
announcement: Open 
Quantum Safe (OQS)

Launching the era of quantum safe in IBM

IBM Quantum Safe /© 2026 IBM Corporation

IBM Infrastructure

Quantum-safe 
tape announcement

NIST “on-ramp” digital 
signatures submission

→ UOV
→ MAYO
→ SQIsign

GSMA, IBM, and 
Vodafone establish Post-
Quantum Telco Network 
Taskforce

→ NGMN, 6G, ODIN

IBM Quantum Safe

Roadmap, technology, 
and services announced

2025

NIST KEM round 
4 announcement

→ HQC

34



NIST standardization for Quantum-Safe Cryptography

NIST Standards

NIST published in August 2024 the 

final Standards for 3 out of the 4 

quantum-safe algorithms selected.

A draft standard for FN-DSA, a further 

lattice-based algorithm for digital 

signatures is expected in 2026.

A final standard for a further KEM, 

based on HQC can be expected 

approximately in 2027.

IBM Quantum Safe /© 2026 IBM Corporation

ML-KEM: Primary algorithm for Key encapsulation (to be used for key 
exchange)

ML-DSA: Primary algorithm for digital signatures

SLH-DSA: Stateless hash-based algorithm for digital signatures

35



Governments and industry associations all 

over the world urge for a complete transition 

in the early 2030s

The exact date of the development of a CRQC 

cannot be foreseen with certainty

Organizations should monitor advancements 

in Quantum hardware, error correction & 

Quantum algorithms, and align to guidance 

given by international regulators

NIST: Expected date of deprecation of legacy 

cryptography - 2035

 

IBM Quantum Safe /© 2026 IBM Corporation

When will Cryptographically Relevant 

Quantum computers be available?

36



2023 2024

Standardization (ML-
KEM, ML-DSA, SLH-
DSA)

On Ramp call on 
signatures Round 1
40 Candidates 
selected

Draft Standards 
for 3 algorithms

On Ramp signature call 
Round 2
14 Candidates selected

2025

Quantum-safe cryptography timeline

IBM Quantum Safe /© 2026 IBM Corporation

HQC selected 
in KEM Round 4
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2026 2030 2035

NIST2): Legacy algorithms are 
disallowed after 2035 

EU commission1): The migration 
to QS for high-risk use-cases has 
been completed. 
Quantum-safe software and 
firmware upgrades are enabled by 
default. – by the end of 2030

EU commission 1): The migration 
to QS for medium-risk use-cases 
has been completed by the end 
of 2035

1. https://digital-strategy.ec.europa.eu/en/library/coordinated-
implementation-roadmap-transition-post-quantum-cryptography

2. https://csrc.nist.gov/pubs/ir/8547/ipd (Draft)

On Ramp 
signature call 
Round 3
9 Candidates 
selected

https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://csrc.nist.gov/pubs/ir/8547/ipd
https://csrc.nist.gov/pubs/ir/8547/ipd


There will be differences ...
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Enter text to sign: baanana weise signed
Signing data with key: DSA
Signature is:

290153D9DC848796B849E2F39379D99977A3A95F56D2F5DD7AB797D11158E54343406061B393E850E0562AF5E81DA039EBA009C022446EA722552B7E24297D93

DSA signature is 64 bytes

Enter text to sign: baanana weise signed
Signing data with key: RSA
Signature is:

11926725C407AE1A0DDAB1AB7377675235C6A0D07BBE5BCA9C0C88EA02A5F7383784BA8339CEA2752EB1F92531133BD6045E7B615B7ECA8357CD7CD308704C8DF6F225D4DAAB0F7794F2EB11E38940FBE63
AFDD326A43B01ECBFA8870F52B349D06E82851A8391B799C178A07A1B60008EC91CB3C88A1996F69F3B49F1BB284C34D90602FC28EEA678D20B279301562163851B11EDB0C5B8426CA1DE94B83B16BC4B81
FB94043B04A654842ED4E0091CA02A9B91A0F1C40660C09F6B71D45A121F963A7A70DF3A6F8445D768686F4B5CCFAE09941A3AACD69F450FB681E5FBA598A7A8D1A0957B85975EA08C739D36F76C25380CE9
A6035C4074CA64B5E519F0

RSA signature is 256 bytes



Enter text to sign: baanana weise signed
Signing data with key: PQC
Signature is:

© 2025 IBM Corporation  39

7E7EFEF22E926B958044A6A3AA08307EB91F58179F899197B02A35B9C62FBCB0A35EC60AF222E9F9E6B7EC9B35FFC1F307D62BB53AB7E4402D87143303036623B02306ADA803E2AB391BCF7710087C3E8CD062B9
DEF073FDA74F0049AE19C872217A410C8333F54D48DEE13F62FCE68B98324AE078A113A05A8B4D2228042D54BAB3390EF35A172244375EE33ED461EB902FF43C30F32B24450A15E124E851AC49ED667F0E34EECD
487A461B261CFBA5D7341B617BE06031ABF52AE42056F28D190D7F653240564C7A5AA011A6EEFFAA139B0C1ADCA50527AD35EA5C711573FEE1D7A98B8FC4C84A0D9323B2E7B269D41259407CF600DB512325E5B
7D4394785EDB76D7BEDB1E920FA2915C5D5100EEBB0CC6DFEE0E6EA0B151003D27F14ECAE1F2437D844281CFD3661C3A61FE6DA034B852B3FE4FE3AAB77C45A284FCC84122F642FEEE7484C1D8411FB35E273DD2
863989914972E5BFBC10063ABB0432AFEFCEAF51DB18E7684442FB310FC6B9EA54C90523760900C5B4315D942B05DFC35A809601AA66B1FDD8210710520EE2F49183FC33AC7266DCEBA62E8BA28D5290AD07E73F
84E6EE77448F0FAC8C214EA52E35E593B723C586969D21D42E33183AF174EAC050FD6B66DA634C38D54B737157B3F42D5EDB13DFC15E77FFB7376ECD48CBAE86BEBA87F009896A2335D50FC8FCD0511EC8629E27
6B17FAE40CDEFAF10399E47B5C82D41B460BAE3D49510F3CE8218A570172DB8A8B28DA8BA39C72D71076C5CCBB2D93FFC5BA3035D33A9912562FA9CC8226B86866110B7BE555BF5A046F0BC0BF6F8AAD0070B05
0264B4646492D3FD39A64D7BAF92280EB0E2D6D33E29160AE3DE83689991ADC449E3062DB01BCB5DFAE665CE6A7D8E95D70022689A2468E559AA102B20A2DCB11EF6A225DC3C9F35B16C01938D1B158AB1FF12D
535C3BD700682EDD686728EFD68E4E41149A06723B71A8143E46C327B3E169B3BB4E7A029E7662ED0980A4E0648EFC28237B73125BAAA527F623ED64EBE74A54DFC77DC446A28836396AC39602DC448D06EC827
15A071EEE233D399A636F6232F9446D4E87823BAAC35D8F957366E4838B801A56E5E5CE69F315C4D3DC66DE654CEEFFDAD033D93527EAF32F2381EDE787D93C2573C39D8B2BA2D822626687880768EFD8276D9C3
A4306AB0B4F0F9FCF956D25DB81835733DDFE6DA8A66F7F5B31AD6F26FA4E43AA7DAD9D9ADCECB1CFB7DEE212C9AFFEBA758D24794E73524C7FAD9F0B50E80D5C07CCFF48512A57E3DC19D6B42D48233CAD1627
6668A7F20D099D9411507DFBE3EA905DDBF8676F36BCBC9FEF81CDD154A525CE66A797CD7E8CFC204C357ED726585987F3C34232964F58C50EBDE57CF9E0C40448791940CAC90A7EE1A7D483E63F1333EA149134
4B0A159F259AC03B4B601E9BBC55617F5559C397FAD6C519CB9A7C3564B4F047A4A1896A02BD2F6B78BB5167D08FAFB3ED8FF47E7A2D2F6C0EA55C6A475343041EB5A5486A4E283D42A5FE70D68A7302A96DF30B
8CD141205686E33DF3937F8C5D5DC8C7C9945FD3E2314527C293A83915E16D81FB9A3AA83845F631711E8F1EA71F2E180EF3DE28D9609832460D84E4FE1ACD9DD5282BF1C6EC0C8A9ED65EC87B1AE078C95C89CC
0A5202EE0AD561D89A42B03A36997FCEAC2F938B10BE62EE0CABB5F0EFD51FED641068E338145BB7B3DD5E8421594210E70EDC730F3C938BF123098B6A5FB39ADE13BA505F0C631E0BA0F737FA225D8FB9BC0F8B
8D7DA75856479D832794AA96CAF6953ED108842FB70AEE1D59695FBD69D438570DEE5EB2EABBA31F04BD86FF9ACD7B1C83A39C6F0CAE923C600C8FA31B80BC642FF198FDD29D7FD8E117B304293F2BCF6A67D7B
75E7FC0C1F3885189F0A3F3023D645EC7A30BA57929D813E5DE2C496189BCDB9A203B14C77F3533269237C12DBDE0A10B886FB1578ED5EA04BEA1C7C83F4367C1A9095C3E2D38ABEF3BBEAE54A193F103C50F30B
78D109238EBAB40E4136AB916F6FAD86F26057E948A3A9251DA1F3B7FEB316E5B3B15BBB29964C78E63560E795559C111E46EFA749D01F493C7A6D34B4F006E2BAF5B85B298761B3125DCFE22A420B6275E16661
8FD51B52BACC3922490E2A4D6256584A3313192BBF69AB8448AFC0E7CE5B1D6631DBB202376F8474D8D932EFBAAAB363350D1A4369DDAF49786D630BC29FEB9DD6B2C7CDD0CB211E4FD082335D64FCB98F56E5F
A124B49049C8CB38797AEE6130394E3451398E9939E24C1C85CDDFEE1EC2FFB995099C99328CD9302E52C13330010408EF3F828E6BFDDC0A432BE6235A34ECD13E309AC5701D4F213B29F6675FCC077571F2B1DC
DD531F14C32510F4A9C428B48761B399304FA802642993A66B888FEEEC1AA77806809C4DD93E37E60F3B2A989A25773E9E38F6755B05E1DA9FE8C8DEE1E40C4606AEAC7C7CB21BB9329D541B3C8BD043C5E7057A
9D978643D9B67DDBB8383F4139DC1D88CBF3EC6C45E8B7914B741883AD5C70F42CD761E80EB453D773E96FA5958E5E882F4BA1E16222CCFC967DC9F9862FCA339EE725E5E377892416897A994135FA123B83622F
A59969F19EDC3C62A3DD76AD86604CD36D1ADE0D171B38EE2CC1AF1CCEA9DE85FDCD3C4235CFB0F110192B9D27998AE90917B7551B6C7665F8D270E39ACE79653E35A731DFB7053E70F8E6EC07F0652B2BACF0F
A53C03250CE3D7DE5F2A6E017D7710BD8F9F2374A8A08B4C752DC88DB0E634D8A4C74E4AA11E83CB9CD3CFDF455C601EBB025E1E751AFE653F5BFD42FDF1B809B04C7F2D33D4F9992334A6CE7CC1FFF1142D186E
7C96DFA2130ABFE6714D80C55D9F0865D0301A39ED8CCF578950E3FEA9E18CEDE7C63EA8E25E6206DAC315D8DE505183B5789EDE57990DCB405C67502675DBB90D37A1B7E6BF60A01B3E0BFC8C4463CB9566C06
B45DB08400FADB39898A2BA3C1B950D65EC164EB6A122920F76250480FF70E008A9D49B870F6142A620DCEE5EE56B798165C29355E47D450F2AB896CD17E41A627039E437D86C3031934DEE4FBE35E42A8C7D097
396F80AE1815CE9227C58821C352AC8FAAB32457AF87D612021E4F1C7AC21EA1064C2789E6C0C74BDAE8485B2A71418BE6E513BD406C9446BC00994511A6C9E34A1D1B324FA079439C27D095B4BA9ADAA8C74C7
CB4BA551E4D100A741E0E2DAAA579AAF18C674B5B39455DEAB2D0A3A99FA81DC0A50EE5E85DCB6C54A06EECFEBDB013EE77AA48C736972777D411700526566985F06AF74E063EC4F5F40C9D57D300046C08BA8D
CED2E6757C2FC4C1602BB061B67C2271F3469E59628D2CCA8ED3863B5AC87E453CA28214720DE8BF4FF5C9B9CCD5B5F3D3C87BA8960CE7FCF420AC84BA4BE21156D2DE7C694E26699092EED96FA5B106817F08B4
88442E3911863E32E465A731A25FA52837A89E94D984BC8D463DC50F52A517B6AB9949AF2123CE212B9511BDDB72A8E5B5D01A7CE1D04CD5EFFCA939FBC50C96F18356DD75A19C691524AA17A310539F8800E72
2DC6189B4CCBC02AFB05CBBA6A0753CF40C73E87B184467E8F2128CA43C8233AD5BB53BDA1A7A919F70DE6C81C21A59023B863F727F953661B569E7EBECBFD8D57D5C1E9DAEC8DE809D15D0947FCB6C4F48146E
7ED8539021670B5D3B950A53454A64B98F76D97BE1332D1C392B0508E13CB8B0BC3072A13E49011562BAAE6EB80EC03EF36BF3DABEBAF7D40A62E0B32C6778CC822A8A5AF578B0A7229773AC8603913CC58236A
D3F4BFCC0AB8F4B3A445A917141CA7C4E100E51EC71D0683E612AC9D7B99C1E0122433A16AB3C291E0D9F6D5EBE72C7F2A08577E869148A930390688015065173967E52D071344762A24B409DF693CADEB2D5B4
3D8B5BA0AC9919018B123F5789A206227412CD1A4433784554CB5232B3803BB510B977DE31DD680113D9BD296E309503FA770E4CA39367541DDF1DB9E9039911D5072B93FBA62B70F4D2CA004CDC8148D37EE1
4A361334936A326D6EC32C80A5AAB5CD70B0CAA0812669CC247FA7EE4466940A63E40E01566280AC12A13C203ADCAA5ACD53B5AAA82046A5F3ADAACA7C9C65A013B726F8F0DE4E1E4EB466886B33455C1208D79
962E34F19F6932C06144A6458B929B0FC2C6E467EE2B3A15CBE691C470E0B45BC064978362BECF751A16D0D1D90020E87651AD986AE3AADBFE5A302C44EA062B8BECE53BEAC1EB58FF276D70C378575FA07236DD
023D0C16FBFD93EF4E60F0FF4908A41F3D9483B81EA4BC54AB2F694E07D03419B40C5ABA69D3F7F5A973A68295ED77311C2B86AC67D10E71324B0BCC1546E7E9E70790BD79BE52CD11467157F26944B1CB6B510E
A82A8009AFFEB3298E731451C0009690CD0FA3CD980DD0D68DF9FBA5B93063F96D2BD569C1A2DE0619FC38D9976F9466747D84F66BAA4440ADB4CF3060F53F2C96B1CD44BC88E54A4B6D1B783BC358ED6BB085E
551C0C01FEC27EAF22B696BB562B87BDDE618393D6C6E9BB1BAD2D5E6F0F6031619304D59666F74778996A3AACE08414B6C8D9194C3C8D2D9FD01112E636F7175DEE3F2F41C2B2C325E676A6D7A87899398EDF2
0B1D4144476B6F708D9EA9AEB8BEC1C3D3D7E0F5000000000000000000000000000000000000000000000000000000000000000000000D1C283342560E004612501249B82C50140011A000406008002CC9351080
80940308B080110031B93DD4991F8E02

PQC signature is 3293 bytes !!



Planning for a 

quantum-safe future

How do we protect our data—now and in the future?

How do we understand our cryptography usage?

What is our current risk exposure?

When—and how—do we begin our quantum-safe 

transition?
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IBM and Quantum Safe 
A Global Mission
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IBM Software

Engineering

IBM Technology IBM Consulting

Create future technology

IBM Research

Core Research

Implement QS across IBM product lines

Corporate 

Core Cryptography
NIST QS algorithms, 
cryptanalysis, FHE

CIO Office
IBM as Quantum Safe 
Client-zero

Delivery at Scale

For our clients For IBM

Services & methodology 
to assist in 
Cryptographic Migration

Open Source / 
Standards
CBOM, PQCA

Make IBM Software 
Products Quantum-
Safe

Corporate Strategy
QS Strategy

UK Cybersecurity
NCSC Assured PQC 
Consultancy Scheme

Quantum-Safe Products

Guardium Cryptography 
Manager
Quantum Safe Explorer 
and Remediator

Industry
GSMA PQTN, EPAA

Ecosystem Partners

Cybersecurity Services
Enterprise Software

Cryptography for IBM 
Cloud, POWER, 
Storage, Tape
HW, SW

IBM Cryptographic 
Competence Centre in 
Copenhagen

Cryptography for IBM z
HSM, HW, SW

Red Hat
Cryptography 
RHEL 10, Open Shift, 
PKI
Hashicorp
Vault

Applied Cryptography
QS protocols, QS for 
IBMz, Cryptographic 
Bill of Materials

• Advisory
• Discovery
• Plan
• Governance
• Migration



The time 
to start is 
now

Understand 
quantum risks and 
quantum-safe 
priorities

Identify risk & 
dependencies and 
prioritize actions

Initiate and 
implement a 
quantum-safe 
program
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Next step : reach us ! 

Pierre Jaeger 
Quantum Strategic Partnership Executive
pierre.jaeger@fr.ibm.com
+33-6-8909-4131
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Save Pierre contact

↓

IBM Quantum technology IBM Quantum-safe technologies

Zineddine Gherari
Advisory Data & AI Technical Specialist
zineddine.gherari@fr.ibm.com
+33-6-08-10-66-79

Save Zineddine contact

↓
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