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THINGS I CAN DO UP TO 7.5, 
CAN’T FROM 7.6

THINGS I CAN’T DO UP TO 7.5, 
CAN FROM 7.6

Guy Marmorat
gmarmorat@resiliane.com

Steve Bradshaw 
steve.bradshaw@rowtonit.com

DISCLAIMER: The content of this presentation is intended to provide ideas for developing your own strategy. It focuses deliberately on security-related topics.



gu
y m

arm
o

rat

How to discover what was 

added / changed / removed 

by Version 7.6? 
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• Every version has its own MTU guide (Memo To Users)
• Detailed description of all the changes compared to the 

previous version (68 pages at 2026-07)

How to discover what was added/changed/removed by version 7.6? 

www.ibm.com/docs/en/ssw_ibm_i_76/pdf/rzaq9.pdf 
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Luckily 7.6 has also its Redbook (234 pages)

Webpage for new features

Security Reference Guide updated (“What’s new” section 
+ special marks)

www.ibm.com/docs/en/ssw_ibm_i_76/pdf/rzaq9.pdf www.redbooks.ibm.com/abstracts/sg248588.html

www.ibm.com/docs/en/i/7.6.0?topic=reference-pdf-file-security

www.ibm.com/docs/en/i/7.6.0?topic=documentation-overview-whats-new

How to discover what was added/changed/removed by version 7.6? 
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MTU is updated 
(“What’s new” Section)

Webpage IBM i 7.6 - TR2 Enhancements

www.ibm.com/docs/en/ssw_ibm_i_76/pdf/rzaq9.pdf 

www.ibm.com/support/pages/ibm-i-76-tr2-enhancements

How to discover what was added/changed/removed by version 7.6 TR2? 
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Removed in 7.5

• User profiles « Content Manager OnDemand »: QRDARSADM, QRDARS400n

• Service Tools User IDs : 22222222, 11111111

How to discover what was removed by version 7.6? 

Removed in 7.6

• System user profiles : QMGTC, QIBMHELP, QPM400

• Library QGDDM 

• Objects related to OptiConnect

• Objects and Services related to PPP and some TCP servers

• Functions IDs
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Decision for an upgrade to 7.6

• Evaluate the benefits

• Read the new features

• Evaluate the effort

• Read the changes (MTU)

• Evaluate the risk

• Read the changes (MTU)

• Run « Pre-Upgrade Verification Tool for IBM i »

27
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Planning for an upgrade to 7.6

Tasks

• Copy production Lpar to test Lpar; upgrade to 7.6; 
simulate normal activities; monitor the failures

• Try to predict what could break in 7.6 using auditing 
features
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Critical phase of an attack/malicious act = 

Is it ok that a user with no authority can: 

• List all the shares

• Display all RDB entries

• Check the DDM attributes

• Check the TELNET, FTP attributes

• Check the TCP, Domain, Hosts, routes

• Display the activity on ports/IPs

• Display RCAC rules

• Display system values

• And more…. 

Planning for an upgrade to 7.6 – Why these restrictions?



gu
y m

arm
o

rat

10

Identify all customized system objects

• Commands

• Authorities on system objects

• User objects in QSYS

• Messages 

….

Typical actions to perform in pre-upgrade steps (not exhaustive)
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Things I can do up to 7.5,

can’t from 7.6
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Predicting failures in 7.5: Example

Options:

• QAUDJRN-ZR entries

• Authority Collection

• Database Monitor

• Plan cache

• SQL exit points

• Others?

QUICK FIRE QUESTION 1mn:
➢ How will you predict this failure?
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Authority Collection

Predicting failures in 7.5: example

Object Auditing

Authority Collection

Database Monitor

+ 
Adopted 
Authority
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Monitoring real failures in 7.6: example

Options:
• QAUDJRN-AF entries - violation_type = ’K’

• QAUDJRN-GR entries – entry_type = ‘F’ and  

function_registration_operation = 'USAGE FAILURE'

• Message Watcher

• QSYS2.SQL_ERROR_LOG

• Others?

QUICK FIRE QUESTION 1mn:
➢ How will you monitor this failure?
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AF journal entries

Message Watcher

No information about 
which special 
authority is missing. 
Clean the false 
positive and/or add 
more criteria

SQL_ERROR_LOG

Monitoring real failures in 7.6: example
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Non-changeable system user profiles

www.ibm.com/docs/en/ssw_ibm_i_76/pdf/rzaq9.pdf 

• They run system processes (Job_user)
• They can’t be changed
• They can’t have a password, neither a TOTP code
• They can’t be added with ”denied” to QIBM_RUN_UNDER_USER_NO_AUTH.
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Check existing authorities from the changeable user profiles on objects

Check existing authorities on 
the changeable user profiles

Non-changeable system user profiles
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Actions requiring now *IOSYSCFG special authority or QIBM_IOSYSCFG_VIEW 
function usage *ALLOWED

• Prompting current value or displaying values: *IOSYSCFG or QIBM_IOSYSCFG_VIEW required
• Making changes: *IOSYSCFG required

➢ Prior to 7.6: Some read-access and change-access to sensitive configuration informations are protected by      
                             Object Level Security only
➢ From 7.6     : Better protecting read-access and change-access to sensitive configuration informations

• Configuration commands (DSPCFGL, WRKDEVD, WRKLIND, WRKCTLD, …)  ➔ 7.5 = read-access to public
• DDM/RDB config commands (WRKDDMF, WRKRDBDIRE, CHGDDMTCPA, …) ➔ 7.5 = read-access to public
• System values (QCFGMSGQ, QSSLCSL, QSSLCSLCTL, QSSLPCL) ➔ 7.5 = read-access to public like any system value
• Network attributes (JOBACN, DDMACC, PCSACC, ALWADDCLU) ➔ 7.5 = read-access to public like any network attribute
• TCP/IP commands and APIs (CFGTCP, NETSTAT, CHGTCPA, CHGTCPDMN, CHGTCPSVR, CHGUSRSNMP, CHGTELNA, …)
• Tape commands (DSPTAPCTG, DSPTAPSTS, CHGTAPF, …)
• SQL Services (ASP_INFO, NETSTAT_INFO, NETSTAT_JOB_INFO, RDB_ENTRY_INFO, SERVER_SHARE_INFO, 
• TELNET_SERVER_ATTRIBUTES, …)
• Db2 Mirror SQL services (MIRROR_CLUSTER_INFO, MIRROR_INFO, NRG_INFO, RDMA_LINK_INFO, …)

• CHGFTPA was already protected with *IOSYSCFG since …. We could not remember; so we asked Bob, it said since V4R5 
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Displaying System Values

➢ Prior to 7.6: Public read-access to all system values (except values related to auditing which require *AUDIT)
➢ From 7.6    : Public read-access to all system values (except values related to auditing which require *AUDIT   
                             and values related to SSL which require *IOSYSCFG or QIBM_IOSYSCFG_VIEW)
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Displaying System Values using SECURITY_INFO

➢ Prior to 7.6: SECURITY_INFO public read-access
                             DSPSECA public read-access 
                             DSPSECAUD requires *AUDIT 
➢ From 7.6     : Requires *AUDIT or *SECADM to run this service and DSPSECA
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Manipulating Shares

Case: Reinforce authority required to create/change/remove a NetServer File share

➢ Prior to 7.6: The owner of a directory can 
manipulate the corresponding share 
without additional controls

➢ From 7.6    : The owner of a directory 
needs to be registered in function 
QIBM_QZLS_NETSVR_SHARE in order to 
manipulate the corresponding share
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Things I can’t do up to 7.5, 

can from 7.6

Some of these features are also included in 7.5 TR8
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MFA

Case: I need to reinforce authentication for some users with a second factor (in a single step)

➢ Prior to 7.6: These is no (easy) way to do it, even when buying a 3rd-party solution
➢ From 7.6    : Use the IBM native solution or/and use a 3rd-party solution for additional scenarios 

Many resources available to help you implement it:

• Multi-Factor Authentication (MFA) is free and built into the operating system
• Enabling MFA activates the feature; it is enabled on a per-user basis rather than at system level
• It can be enabled within the operating system and/or within SST (using independent layers and configurations)
• It supports only the TOTP (Time-based One-Time Password – RFC 6238) protocol
• No infrastructure changes are required (in compliance with RFC 6238)
• Further improvements are planned
• Understanding "persistence" is essential for optimal use.

IBM documentation www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa

IBM Redbook www.redbooks.ibm.com/abstracts/sg248588.html

IBM quick "How To" www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide

Common - iSee
https://learn.common.org/products/isee-integrated-multi-factor-
authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368

Fortra https://www.youtube.com/watch?v=wYTxJEkeo6Q

I.Gayte.It - Resiliane https://i.gayte.it/en/securit-i-2025-replays/

From the Redbook:
« Refer to this IBM i 7.6 doc 
information as the list of connection 
protocols that support MFA will likely 
continue to change over time. »
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ASP 1 Encryption

• Included in the operating system 
• Works on internal IBM i storage
• Helps you meet compliance requirements
• Can be started or stopped whilst system in use
• Requires SS1 Option 45 - Encrypted ASP Enablement
• Encryption uses AES with 256 bit key in CBC mode. 

Case: I need to encrypt my data at rest

➢ Prior to 7.6: Only Basic ASPs (2-32) and iASPs (33-225) can be encrypted at 7.5 and below
➢ From 7.6    : Included at no cost
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• Enabling ASP 1 Encryption
• STRSST
• Work with Disk Configuration
• Work with Encryption
• Start Encryption on ASPs

Case: I need to encrypt my data at rest

➢ Prior to 7.6: You must use external storage, such as an IBM Flash System FS5nnn SAN
➢ From 7.6    : Included at no cost

ASP 1 Encryption
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Things to consider

• The Encryption Keys are stored in the LIC
• You should take a SAVSYS or Go Save 21 after
• Do not IPL server whilst starting/stopping encryption
• There is a performance overhead (circa 20%)
• If you are moving from HDD to NVMe I doubt you’ll notice
• If i/o performance is vital consider alternatives
• NVMe Key Management (requires HMCs)
• External Storage

Case: I need to encrypt my data at rest

➢ Prior to 7.6: If you need to store sentive data in ASP1, encrypt it at the object level
➢ From 7.6    : Included at no cost

ASP 1 Encryption
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*IOSYSCFG special authority versus QIBM_IOSYSCFG_VIEW function usage

New function ID QIBM_IOSYSCFG_VIEW allows to grant/deny access to these commands/api/services 
in a read-only mode:

• Configuration commands (DSPCFGL, DSPDEVD, DSPLIND, WRKCTLD, …)
• DDM/RDB config commands (WRKDDMF, WRKRDBDIRE, CHGDDMTCPA, …)
• System values (QCFGMSGQ, QSSLCSL, QSSLCSLCTL, QSSLPCL)
• Network attributes (JOBACN, DDMACC, PCSACC, ALWADDCLU)
• TCP/IP commands and APIs (CFGTCP, NETSTAT, CHGTCPA, CHGTCPDMN, CHGTCPSVR, CHGUSRSNMP, CHGFTPA, CHGTELNA, …)
• Tape commands (DSPTAPCTG, DSPTAPSTS, …)
• SQL Services (ASP_INFO, NETSTAT_INFO, NETSTAT_JOB_INFO, RDB_ENTRY_INFO, SERVER_SHARE_INFO, 
• TELNET_SERVER_ATTRIBUTES, …)
• Db2 Mirror SQL services (MIRROR_CLUSTER_INFO, MIRROR_INFO, NRG_INFO, RDMA_LINK_INFO, …)

Case: Grant read-only authorities to users who need to view configurations without modifying them.
 
➢ Prior to 7.6: Giving *IOSYSCFG special authority to the user
➢ From 7.6    : Registering the user in function QIBM_IOSYSCFG_VIEW with usage *ALLOWED
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*IOSYSCFG special authority versus QIBM_IOSYSCFG_VIEW function usage

New function ID QIBM_IOSYSCFG_VIEW allows to grant/deny access to these commands/api/services in a 
read-only mode:

Case: Grant read-only authorities to users who need to view configurations without modifying them. 
➢ Prior to 7.6: Giving *IOSYSCFG special authority to the user
➢ From 7.6    : Registering the user in function QIBM_IOSYSCFG_VIEW with usage *ALLOWED
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Protecting against impersonations

Case: I am allowed to run a process under a user I have authority on. 

➢ Prior to 7.6: These is no (easy) way to protect us against this potential usurpation/impersonation
➢ From 7.6    :  Register the target user in function QIBM_RUN_UNDER_USER_NO_AUTH with *DENIED usage

*ALLOBJ required *USE authority required on the target user
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Protecting against impersonations

Case: I am allowed to run a process under a user I have authority on. 

➢ Prior to 7.6: These is no (easy) way to protect us against this potential usurpation/impersonation
➢ From 7.6    :  Register the target user in function QIBM_RUN_UNDER_USER_NO_AUTH with *DENIED usage
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Protecting against impersonations (auditing)

Default is *ALLOWED and NOT-CHANGEABLE
(idea under consideration)
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New Configure Host Server Command

➢ Prior to 7.6: Create your own utility 
based on Exit Programs and TCP Port 
Restrictions  (CFGTCP option 4) 

➢ From 7.6    : Require some or all to only 
accept Secure connections
*SECLOOP can be specified to allow    
non-secure connections ONLY from 
*LOOPBACK  interface

Case: Allows administrators to enable, disable, or restrict non-secure (unencrypted) connections to host servers
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Universal Authentication Exit Point

• QIBM_QSY_AUTH

• Universal !!!!!!!!!!!!

• Activated user per user

• Independant from MFA

• Can enforce ANY authentication from 

       ANY user (service accounts)

• Can trigger additional MFA

• When *TOTP + *REGFAC, *TOTP first and then exit pgm

Can be used to build a comprehensive 
inventory of authentication categories

NIST 800-63B-4

SMS, HOTP and TOTP 

not compatible with 
AAL3 requirements
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New Platform KeyStore (PKS) for iSCSI CHAP authorization

Case: Reduce risk of unauthorized access to data stored on (VTL) virtual tape devices

➢ Prior to 7.6: Required separate TKLM  
solution

➢ From 7.6    : Integrated into HMC / LPAR 
management
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Managing Master Key

Case: Protect against theft or cloning of IBM i Disk  Units

➢ Prior to 7.6: The Save/Restore was set to a default value
➢ From 7.6    : You must set the Save/Restore key before you set any other master keys

➢ NOTE: If you do this, you must protect the Save/Restore Key or your system will not IPL! 
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QAUDJRN Authentication Entries

PW = Authentication violations (requires *AUTFAIL) VP = Network activity (requires *NETFAIL/*NETCMN)

CP = Changes to user profiles (requires *SECURITY/*SECCFG)

New types: F, G, K, O, T
TOTP & Exit point New type: U

Invalid User

New type: KEY
TOTP & Exit point
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QAUDJRN NetServer Authentication Entries (Unknown User)

VP = Network activity (requires *NETFAIL/*NETCMN)

New type : U
Invalid User

Previously, if a user that didn’t exist on IBM i tried to connect to NetServer, this was the only way you could tell.  
It was not logged as a VP entry in the Audit Journal
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QAUDJRN NetServer Entries

New types : C, E, S

Case: I need to reduce the NetServer exposure, and therefore audit activities. 

➢ Prior to 7.6: These is no direct way to audit access to shares
➢ From 7.6    :  Add * NETSMBSVR  to QAUDLVL and check VP entries
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CVE - Common Vulnerabilities and Exposures

➢ Prior to 7.6 TR2 & 7.5 TR8 : No automatic way to query CVEs – reading security alerts and website
➢ From 7.6  TR2 & 7.5 TR8    : From the partition access directly the CVE database for the selected version and  
                                                         present the extracted information from the IBM pages in a readable manner

      SELECT * FROM TABLE (SYSTOOLS.CVE_INFO())

Critical + High

THIS IS A POSITIVE THING

2026-08: 95 CVEs on 7.6, only 17 NOT on 7.3
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CVE - Common Vulnerabilities and Exposures (Customisation)
select routine_definition from qsys2.sysroutines
where specific_schema = 'SYSTOOLS' and routine_name = 'CVE_INFO'

BEGIN
RETURN SELECT
CVE_ID , CVE_BASE_SCORE ,
DATE ( TIMESTAMP_FORMAT ( CHAR ( CVE_PUBLISH_DATE ) , 'YYYY-MM-DD' ) ) ,
CVE_TITLE , CVE_URL , CVE_SUMMARY ,
CVE_DESCRIPTION , CVE_LICPGM , CVE_PRODUCT ,
IBMI_RELEASE ,
DATE ( TIMESTAMP_FORMAT ( CHAR ( CVE_MODIFICATION_DATE ) , 'YYYY-MM-DD' ) ) ,
CVE_X_FORCE_URL , CVE_FIELD_VULNERABILITY_DETAILS ,
CVE_AFFECTED_PRODUCTS
FROM JSON_TABLE (
SYSTOOLS . HTTPGETCLOB (
'https://www.ibm.com/support/pages/securityapp/api/search?q=IBM%20i' , '' ) ,
'lax $.results[*]'
COLUMNS (
CVE_ID VARCHAR ( 20 ) CCSID 1208 PATH '$.field_cve_id' ,
CVE_BASE_SCORE VARCHAR ( 20 ) CCSID 1208 PATH '$.field_cvss_base_score' ,
CVE_PUBLISH_DATE VARCHAR ( 200 ) CCSID 1208 PATH '$.field_pub_date' ,
CVE_TITLE VARCHAR ( 2000 ) CCSID 1208 PATH '$.title' ,
CVE_URL VARCHAR ( 200 ) CCSID 1208 PATH '$.field_published_url' ,
CVE_SUMMARY VARCHAR ( 2000 ) CCSID 1208 PATH '$.field_summary' ,
CVE_DESCRIPTION VARCHAR ( 5000 ) CCSID 1208 PATH '$.field_cvss_desc' ,
CVE_LICPGM VARCHAR ( 7 ) CCSID 1208 PATH '$.field_offering_pid_number' ,
CVE_PRODUCT VARCHAR ( 50 ) CCSID 1208 PATH '$.field_product' ,
CVE_AFFECTED_PRODUCTS VARCHAR ( 7000 ) CCSID 1208 PATH '$.field_affected_products' ,
CVE_MODIFICATION_DATE VARCHAR ( 200 ) CCSID 1208 PATH '$.modified_date' ,
CVE_X_FORCE_URL VARCHAR ( 100 ) CCSID 1208 PATH '$.field_x_force_url' ,
CVE_FIELD_VULNERABILITY_DETAILS CLOB ( 102400 ) CCSID 1208 PATH 
'$.field_vulnerability_details'
)
)
WHERE CVE_AFFECTED_PRODUCTS LIKE '%' CONCAT IBMI_RELEASE CONCAT '%' ;
END

Official IBM API page that lists 

all the Security bulletins related to IBM

 

« Readable » page

https://www.ibm.com/support/pages/bulletin/search/?q=IBM%20i

• Gather the associated PTFs
• Check if the PTF has already been applied
• Gather the associated PTFs
• Check if the PTF has already been applied
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Reading Database Changes at Record Level from Database Journal

➢ Prior to 7.6 TR2 & 7.5 TR8 : DSPJRN, RCVJRNE, RTVJRNE, QjoRetrieveJournalEntries, QSYS2.DISPLAY_JOURNAL
➢ From 7.6  TR2 & 7.5 TR8    : CREATE_DATA_JOURNAL_READER a smart agent used for presenting and filtering 
                                                         columns  - No more interpret(SUBSTR(entry_data ,1, 20) as char(20))

Powerful at filtering and presenting!!!
Filtering at database file field level
Filtering at journal context field level

Don’t forget to :
Manage the retention 
Manage the change in the file structure
Don’t miss any period of time when scheduled (no *CONTINUE value)
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New QIBM_QZLS_NETSVR_SHARE function ID

Case: Give us the ability to manage NetServer File shares, without giving additional privileges 

➢ Prior to 7.6: You had to give user(s) 
*IOSYSCFG special authority to manage 
file shares

➢ From 7.6    : Add user(s) to 
QIBM_QZLS_NETSVR_SHARE function 
without giving them *IOSYSCFG
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New Service tools server configuration entry service

Case: Enable Programmatic administration of (SST/DST) Console LAN Adapter

➢ Prior to 7.6: Manual interactive configuration via SST / DST required
➢ From 7.6    : This can be done via an IBM i program or SQL statement

➢ Note: *IOSYSCFG and SST Linked profile required

View

Add

Change

Remove
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Nice little additions

➢ From 7.6  TR2 & 7.5 TR8   : 
      Scalar function qcmdexc can write the  
      command to the joblog

Automatic clean-up based on retention days
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FOR

YOUR ATTENTION!

Guy Marmorat
gmarmorat@resiliane.com

Steve Bradshaw 
steve.bradshaw@rowtonit.com
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