THINGS | CAN DO UP TO 7.5,
CAN'T FROM 7.6

THINGS | CAN'T DO UP TO 7.5,
CAN FROM 7.6

DISCLAIMER: The content of this presentation is intended to provide ideas for developing your own strategy. It focuses deliberately on security-related topics.
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How to discover what was
added / changed / removed
by Version 7.67



How to discover what was added/changed/removed by version 7.67

* Every version has its own MTU guide (Memo To Users)
* Detailed description of all the changes compared to the
previous version (68 pages at 2026-07)

www.ibm.com/docs/en/ssw_ibm_i_76/pdf/rzaq9.pdf

IBMi Memo to Users
7.6

Who should read this memorandum

The IBM i 7.6 Memo to Users contains information that is|critical for several audiences.

Memo to Users

This memorandum has four sections:

» Read this first provides information to be considered before you install IBM i 7.6. This section
is intended for system and application programmers and for the person responsible for system
management.

IBM i Operating system contains new release changes to basic operating system functions. This
section includes changes to systems management functions, such as configuration and tailoring the
system, and changes|that could affect the way things operate or appear in the new release} This section
is intended for all users of the IBM i.

Options provides information about new release changes that affect specific program options of the
operating system. This section is intended for all users of the IBM i.

Licensed programs contains new release changes that might affect existing applications. These
changes might also affect applications that are saved on an IBM i 7.6 system to be restored on a
previous release server. This section is intended for application programmers and system programmers
who use the IBM i and its licensed programs, as well as for businesses with complex networks or
application development businesses that have systems at different releases.

jejowsew Ang
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How to discover what was added/changed/removed by version 7.67

Luckily 7.6 has also its Redbook (234 pages)

www.redbooks.ibm.com/abstracts/sg248588.html

Webpage for new features

www.ibm.com/docs/en/i/7.6.0?topic=documentation-overview-whats-new

Security Reference Guide updated (“What’s new” section
+ special marks)

www.ibm.com/docs/en/i/7.6.0?topic=reference-pdf-file-security

Authority needed
Command Referenced object For library

e I R B
1

To use individual operations, you must have the authority required by the individual operation.
To use this command, you must have *I0OSYSCFG special authority.
To use this command, you must have *ALLOBJ special authority.

To use this command, you must have *IOSYSCFG special authority or be authorized to the
QIBM_IOSYSCFG_VIEW function ID.

ibm.com/redbocks

IBM i 7.6 Features and
Functions

Henry Vo

Larry Bolhuis
Ivaylo Bozhinov
Steve Bradshaw
Rohit Chauhan
Ryan Cooper
Scoft Forstie
Ben Huntsman
Marius le Roux

Michael Milleri

IBM Power

Harold Nelson

Tim Rowe

Prashant Sharma
Shamej Sreedharan
Rudi van Helvoirt

Tim Simon

jesowlew Ang



How to discover what was added/changed/removed by version 7.6 TR2?

MTU is updated
(“What’s new” Section)

www.ibm.com/docs/en/ssw_ibm_i 76/pdf/rzaq9.pdf
What's new
Webpage |BM | 7 6 - TR2 Enhancements The following revisions or additions have been made to the Memorandum to Users documentation since

the first IBM i 7.6 publication. These entries will be found only in the English version of the memo to
users.

What’s new

The updates for each Memo to Users entry were made at the specified time frame for the section. The

i i -i-76- - actual release date of some changes documented may not be until the next Technical Refresh (TR) date.
WWW.I b .CO m/s uppo rt/pa gES/I b m-i-76-tr2-en h ancements Check dates on the PTF specified for each entry to verify release dates.

July 2026

= New entries added:

Support yownloads Joct n W Cases Monitoring v Manage support account v

— - “Managing master keys” on page 39

I B M S u p po r't “QIBM_QUERY_CONVERT_BLANK_TO_O environment variable” on page 25

“Column cannot be defined as NOT NULL DEFAULT NULL” on page 25
Q “SQL INTERPRET function error enforcement” on page 25

“SQL syntax error enforcement: common table expression with VALUES INTO statement” on page
25

“Automated removal of historical data from /QIBM/UserData/OS400/SQE directory” on page 26

“Changes to authority required for QSYS2.CHANGE _MIGRATION_MANAGER procedure” on page
34

IBM i 7.6 - TR2 Enhancements
“NVMe Locking Policy - password length minimum change” on page 39
“Enhanced cluster security” on page 38

- “Reduced Processor on Demand Data in MATMATR (FW1120+)” on page 40
- “Resource Group ID Support in MI Instructions” on page 40
+ Updated entries:

News

Abstract

Content — "Usage of Cluster functionality with Multi-Factor Authentication (MFA) Enabled Users” on p

November 2025

You are in: IBM | Tes

« New entries added:

— - “Change to Database file delete processing” on page 25



How to discover what was by version 7.67

Removed in 7.5

* User profiles « Content Manager OnDemand »: QRDARSADM, QRDARS400n

* Service Tools User IDs : 22222222,11111111 EXIST_ EXIST
Server V7R3 VTRE Reserved
*BOOTP “en 0 Bootstrap Protocol
* CIMCM S0 cC 0CIM OBJECT MANAGER
. *DHCP 0 Dynamic Host Configuration Protocol
RemOVEd In 7'6 *DNS 0 Domain Name System
*MGTC cen 0 Management Central
e System user profiles : QMGTC, QIBMHELP, QPM400 *Q0S 0Quality of Service

*ROUTED ‘e 0 Router Daemon

e Library QGDDM

Function
* Objects related to OptiConnect Product EXIST  EXIST

ID V7RS V7Rb COUNT
* Objects and Services related to PPP and some TCP servers QIEM QYCM_CIMOM 0 11

QIBM QYPS MGTCTRL 1
* Functions IDs QIBM XDl OPNAV 75




GM

Decision for an upgrade to 7.6

* Evaluate the benefits

* Read the new features

e Evaluate the effort

* Read the changes (MTU)

e Evaluate the risk

* Read the changes (MTU)

* Run « Pre-Upgrade Verification Tool for IBM i »

NEW_WITH_NO_IMPACT Net new feature that requires a specific setting to be triggered
REMOVAL

CHANGE Change in a setting that may impact your existing applications
RESTRICTION Restrictions that may impact your existing applications

public authority reduced
new authority required
new special authority required

new function usage resgistration required

RISK COUNT CONTRIEUTION COUNT

high
medium
low
N/A

CATEGORY

CHANGE

1 g huge
25 ghigh
1l Mmwedium
249 Mlow

SUE_CATEGORY

NEW WITH NO_ IMPACT

REMOVAL

RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION

*OBJMGT required
*OBJOPR required
*READ required
d from QPGMR

*USE required

system file no longer updateable
FCNUSG

PUBAUT

PUBAUT & OWNERSHIP

SPCAUT

SPCAUT or FCNUSG

COUNT

[

RO - - N - = - = - = W

jesowlew Ang



Planning for an upgrade to 7.6

NEW_WITH_NO_IMPACT Net new feature that requires a specific setting to be triggered

REMOVAL
CHANGE Change in a setting that may impact your existing applications
TaSkS RESTRICTION Restrictions that may impact your existing applications

public authority reduced
new authority required

new special authority required

e Copy production Lpar to test Lpar; upgrade to 7.6;
simulate normal activities; monitor the failures

new function usage resgistration required

* Try to predict what could break in 7.6 using auditing CATEGORY SUB_CATEGORY

features CHANGE
NEW WITH NO IMPACT
REMOVAL
RESTRICTION *OBIJMGT recuirec
RESTRICTION *OBJOPR recquired
RESTRICTION *READ recquired
RESTRICTION *SAVSYS removed from QPGMR

COUNT

GM

RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION
RESTRICTION

*USE requirec

system file no longer updateable

FCNUSG

PUEBAUT

PUBAUT & OWNERSHIP
SPCAUT

SPCAUT or FCNUSG

[

R = - N - - -W
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Planning for an upgrade to 7.6 — Why these restrictions?

NEW_WITH_NO_IMPACT Net new feature that requires a specific setting to be triggered
. . REMOVAL
Critical phase of an attaCk/maI|C|0us act = CHANGE Change in a setting that may impact your existing applications

RESTRICTION Restrictions that may impact your existing applications

public authority reduced
Is it ok that a user with no authority can: newauthortty required

new special authority required

new function usage resgistration required

e List all the shares

* Display all RDB entries

RESTRICTION FCNUSG

RESTRICTION PUBAUT

RESTRICTION PUBAUT & OWNERSHIP
RESTRICTION SPCAUT

RESTRICTION SPCAUT or FCNUSG

* Display system values

jesowlew Ang

e And more....

. CATEGORY SUB_CATEGORY COUNT
* Check the DDM attributes CHANGE
. NEW WITH NO IMPACT
* Check the TELNET, FTP attributes PEMOVAL 3
RESTRICTION *OBIMGT recuired 1
* Check the TCP, Domain, Hosts, routes RESTRICTION *OBJOPR required 1
RESTRICTION *READ required 1
o Di5p|ay the activity on port5/|P5 RESTRICTION *SAVSYS removed from QPGMR 1
RESTRICTION SE required 1
° D|Sp|ay RCAC rUIeS RESTRICTION system file no longsr updateables f
1
1
3

-
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Typical actions to perform in pre-upgrade steps (not exhaustive)

Identify all customized system objects ————

FROM

WHERE AFPAR ID

° C d OEJHAME OBJTEXT APAR_ID USER_CHANGED CHANGE TIMESTAMP
OI I “ I Ia n S QMGTOOLS CMPPTF = CHGDFT YES 202e-07-31 :05:26.000000

QMG CMPVER Compare version CMD CHGDFT [ES 202e-07-31 :05:2€.000000

F TPl command GDFT 20Ze-07-31 :05:2€.000000

* Authorities on system objects . ey

e User objects in QSYS

| user, USER_CHANGED, CHANGE_TIM AME ,

° M essa ge S ‘ 2 o \ 2. 0S8 and objlib = command library

v r ’
’

ALLOW LI ED_USER

OMMAND_NAME TEXT_D IPTION

Allow
mand
Name
) . 000000
UPDDTA Upd YES 8-21 1£:59:24.000000

OEJDEFINER

*IEM

OBJDEFINER

*IBM
* IEM

OEJOWNER

OBJOWNER

10

jesowlew Ang
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Things | can do up to 7.5,
can’t from 7.6



Predicting failures in 7.5: Example

GM

o om the

QSYS2.SECURITY_INFO view M

The caller of the QSYS2.SECURITY_INFO view must have]*SECADM or *AUDIT special authority] An SQL
error SQLCODE -443, SQLSTATE '42502' will be returned I the user has insutficient authority. In prior

releases, no authority was required to query the view.

QUICK FIRE QUESTION 1mn:
» How will you predict this failure? }‘{

/Options: \

* QAUDIJRN-ZR entries

* Authority Collection

e Database Monitor

e Others?

12
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Predicting failures in 7.5: example

SYSTEM NAME,

e tail, job_name, job number, program library, program name,

jrn.ENTRY TIMESTAMP, entry type de

bject_name, jrn. obij ect_type

ddress, jrn.user_name, jrn.library name, system
(STARTING_RECEIVER_NAME

STOOLS.AUDIT_ JOURNAL_ZR

rslaud.audit_scl se
sele

ENTRY_TYPE_
ENTRY_TIMESTAMP DETAIL

14:2...

TEM_NAME
IUGE 202e-08-D& Bead of a... |

ast (check_timestamp as tu
ollection ob t aut

ce fo

from gsysZ.authority
in Tee aud
any_authority = and

(sele from systools.spec

AUTHORIZATION NAME JOE HNAME

Authorization

CHECK_TIMESTAMP Name

14:3€:17 GM BASIC

202e-08-0¢

vice_for

from systools.sp

QQTIME

Created System Joh
Time Name Hame CLIENT IP

2026-08-06 14:5... IUGE

1 aut.system ol
ached_authority =
ial authority data mart spa

cial authority data mart spa

QZDASOINIT 10.242.2.13

STARTING_TIMESTAMP cuxrrent date
n jrn.library name = aud.s ema_name and jrn.o ct_name = aud.sy name and jrn.object ty 't _type
n ] H

al authority data mart] spa where spa.authorization name ial authority not

Object Auditing

OBJECT TYPE

Jrn.user

SYSTEM OBJECT
_NAME

REMOTE _
ADDRES

PROGRAM_
JOB_NAME JOB_NUMBER LIBRARY PROGRAM_ NAME USER_NAME LIBRARY NAME
QZDASOINIT 023377 QZDASOINIT 10.24... GM _BAS _INFO *FILE

+

Adopted
Authority

as check_timestamp, aut.authorization name, job_name, job_number, object_schema, object_name, system object_type

t_schema = aud.service schema name | aut.system object name = aud.system | aut.system ocbject_type = aud

where spa.authorization name = aut.user name 1 special authorit

Authority Collection

SYSTEM _OBJECT TYPE

JOE_NUMEER OBJECT SCHEMA OBJECT NAME

CURITY_INFO *FILE

m RSLAUD.DEM

_app, qql000 SQL_string fr

cl02 cuxrrent user,

like nca
shere spa.authorization name =

=y
cqeg1000)

t aud.servic schema name aud.service name
qveli2 1 special authority not

Database Monitor

30L_STRING

CURRENT_ USER QL_APP
IBM i Access Client Solutions - Run select * from Q SECURITY_INFO

1 GM_BASIC
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Monitoring real failures in 7.6: example

| MTU

QSYS2.SECURITY_INFO view

The caller of the QSYS2.SECURITY_INFO view must have]*SECADM or *AUDIT special authority] An SQL
error SQLCODE -443, SQLSTATE '42502" will be returned 1T the user has insutficient authority. In prior
releases, no authority was required to query the view.

QUICK FIRE QUESTION 1mn:
» How will you monitor this failure? }‘{

~

Options:

* QAUDJRN-AF entries - violation_type ="K’

* QAUDJRN-GR entries — entry_type = ‘F’ and
function_registration_operation = 'USAGE FAILURE'

~

 Message Watcher
e QSYS2.5QL ERROR_LOG

e Others?

14



Monitoring real failures in 7.6: example

No information about

which special

authority is missing. —
Clean the false

positive and/or ad

more criteria

from table (SYSTOCLS.AUD IT JOURNAL_AF

wherefviolation type = 'I

PROGFRAM
LIBRARY

SYSTEM

_NAME _NAME

ENTRY TIMESTAMP JOE_NAME JOB_NUMEER

IUGE 20Z26-08-06 15:0... QPADEVOODO7 023412 QSYS QCMD

PROGRAM

REMOTE _
ADDRESS

10.24...

remote_address, jrn.user_name, object_library, object_name, jrn.object_type, violation type_detail
(STARTING_RECEIVER_NAME =>

v

USER_NAME

GM_BASIC

STARTING_TIMESTAMP =>

select jrn.SYSTEM NAME, jrn.ENTRY TIMESTAMP, job_name, job_number, program library, program name,

OBJECT
LIBRARY

QSYRTVS

OBJECT NAME

current date -

OBJECT
_TYPE

*PGM

jrn
AF journal entries

VIOLATION TYPE DETAIL

Special authority wviolation

cl: STRWCH SSNIDI SPL’kUTﬁL )
WCHPGM (RSLAUD/SPCAUT_AF)
WCHMSG ( (CPFSO3E SECURITY_ INFO *MSGDTA *ALL))
WCHMSGQ ( (*JOBLOG) )
WCHJOB ( (*ALL/*ALL/*ALL) )
RUNPTY ( |

as log_timestamp, session id, job_name, job_user, job_number, message_ id, message cueue

tinct cast(log_timestamp as

from rslaud.spcaut_failures ;
Message Watcher

LOG_TIMESTAMP JOB_NAME JOB_USER JOB_NUMEER MESSAGE_ID MESSAGE_QUEUE
202e-08-D€ 15:13:33 QPADEVOOO7 GM _BASIC 23412 CPFS03E *JOBLOG

CURRENT_
USER

SPECIAL
REGISTER

LIBRARY
CONTAINING
PROGERAM
NAME

SOLSTATE
SQLCODE CORRESPONDING
BEING TO
LOGGED SQLCODE

CURRENT
CLIENT PROGRAMII

CURRENT
CLIENT_APPLNAME

SQL_ERROR_LOG

STRSQL
STRSQL
RUNSQL
RUNSQL
file:y

MOST
RECENT
JOB

MOST
RECENT
OCCURRENCE

PROGPRAM
ENCOUNTERING
SQLCODE

SQL
STATEMENT

TEXT
GM_BASIC

GM_BASIC

GM_BASIC

GM_BASIC

GM_BASIC

GM_BASIC -

GM BASIC IEM i Access C...

20Ze-08-11...
2D2e-08-11...
2DZe-08-11...
2026-08-11...
20Ze-08-11...
2026-08-11...
20Zg-08-11... 02

D23655/GM_BASIC/QPADEV...
D23€55/GM_BASIC/QPADEV...
D23€55/GM_BASIC/QPADEV...
023655/GM_BASIC/QPADEV...
D23647/QUSER_NC/QZDASO. ..
D23647/QUSER_NC/QZDASO. ..
3e47/QUSER NC/QZDASO...

SECUR. ..
SECUR...

(sele...

QGPL
QGPL

RUN_SECINF
RUN_SECINF
QSQIMAIN
QSQIMAIN

Qs¥s2

SELECT * FROM
SELECT * FROM QSYS2Z

TAELE
TAELE
table
table
table
table

select * from gsysl.security info

REPLACE
: REPLACE

QTEMP . SEC_INFO AS
QTEMP . SEC_INFO AS

gqtemp/sec_info as

CREATE
CREATE

create

-443 42502
-443 42502
-443 42502
-443 42502
-443 42502
-443 42502
-443 42502

or replace
qtemp/sec_info as (sele...

as (select * from gsysZ.security i...

create or replace

create replace qtemp.sec_info

QSQSCHEM
QZDASRV

QsYs

QsYS

create or replace gtemp.sec_info as (select * from gsysZ.security i...
C:/Users/P




Non-changeable system user profiles

PREVIX EM USEPEF NEW : EM USEPEF

QPGME. NC

QSECOFR_NC
PR_IC

QUSER NC

* They run system processes (Job_user)
* They can’t be changed
* They can’t have a password, neither a TOTP code

 They can’t be added with "denied” to QIBM_RUN_UNDER_USER_NO_AUTH.

www.ibm.com/docs/en/ssw_ibm_i_76/pdf/rzaq9.pdf

- USRCLS: *PGMR

— SPCAUT: *ALLOBIJ %, *SAVSYS, *JOBCTL
QPGMR Programmer profile — PTYLMT: 3

— ACGCDE: *BLANK

— USRCLS: *PGMR

- SPCAUT: *ALLOBJ 1, *SAVSYS, *JOBCTL
>GMR_NC?! <Programmer profile that can't be ¢ - PTYLMT: 3

— ACGCDE: *BLANK

SB

QSECOFR

Security offic

JOB_NAME_SHORT JOB_USER_V7RS JOB_USER_VTRE

— PWDEXP: *YES
SECOFR
*ALLOBJ, *SAVSYS, *JOBCTL, *SECADM, *SPLCTL, *SERVICE, *AUDIT,

uID: 0
PASSWORD: QSECOFR

*SECOFR
*ALLOBJ, *SAVSYS, *JOBCTL, *SECADM, *SPLCTL, *SERVICE, *AUDIT,
SCFG

16
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Non-changeable system user profiles

Check existing authorities from the changeable user profiles on objects

a. t_type, a.object_authority, a.owner, a.object_owner,
_alter,
data_add, a.d _upd a.data_ =, a.data_ ute,

n_list, a.primary_group, a.authorization_list management, os.objdefiner

|_new_system_usrprf
n previous_system usrprf = a.authorization_name
ect_schema = os.objlib an .object_name = os.objname an
0 . o owner <>
IN gqsysZ.object_privileges b ON new_system usrprf = b.authorization name

a.object_schema = ject_name = b.object_name and a.object_type = b.ol

ority AND
DISTINCT FROM b.authorization_list AND
INCT FROM b.primary_ g
b.authorization list management ANL

a.owner = ization_list manage

7 a.object_owner = b.object_owner ANI
bject_operational AND a.object_management = b.obj
ect_alter

8 a.object_operational = b. management AND
a.object_exis
a.object_r
ﬂ.-ilﬁta_a-ild = Zlata_ﬂ-ﬁld AND a.d ¢ ete ete

a.data_update = b.data_update AND a.data_execute = b.data_execute

Check existing authorities on L i oy rrevincn aranoe aoepc, mesbyech o aosiTech moams m.ch3est_type

OBJECT SCHEMA OBJECT NAME OBJECT TYPE OBJECT AUTHORITY OBJECT OWNER OBJECT OPEPRATIONAL OBJECT MANAGEMENT OEBJECT EXISTENCE OBJECT ALTER OBJECT REFERENCE DATA READ
OWNER

Objec Obje b

Operational

PREVIOUS_SYSTEM_ COb Obhject Objec
USRPRF Schema Name ¥ Authority Owner Owner Ref
QPGMP. ERPPGM ERPMENU G *USE QDFTOWN NO
QPGMPR. LIBHTTP EXAMPLEL G *ALL
ous_system usrpr o i
- - QPGMR LIBHTTP EXAMPLE LD 3 *ALL
ystem usrprf
- - QPGMR LIBHTTP EXAMPLELL *ALL
» new syst
- QPGMR LIBHTTP EXAMPLELZ *PGM *ALL

NO

ct_authority = I :
a.authorization_list NOT DISTINCT FROM b.authorization_list AND
a.primary group IS NOT DISTII FROM b.primary group AND
ization_list_man. ment = b.authorization list manac

3 cis a.object_alter = ject_alter

a.object_reference = b a.data_read = b.data_read ANI

a.data_add = b.data_add lete !

a.data_update = b.data_update

AUTHORIZATION_

USER OBJECT_AUTHORITY OWNER OBJECT_OWNER OBJECT_EXISTENCE OBJECT_ALTER OBJECT_REFERENCE DATA_READ
OFR *ALL no

*PUBLIC *USE HO

GM *USE S HO




Actions requiring now *I0OSYSCFG special authority or QIBM_IOSYSCFG_VIEW
function usage *ALLOWED

* Prompting current value or displaying values: *IOSYSCFG or QIBM_IOSYSCFG_VIEW required
 Making changes: *IOSYSCFG required

» Prior to 7.6: Some read-access and change-access to sensitive configuration informations are protected by
Object Level Security only

» From 7.6 : Better protecting read-access and change-access to sensitive configuration informations

* Configuration commands (DSPCFGL, WRKDEVD, WRKLIND, WRKCTLD, ...) =» 7.5 = read-access to public

* DDM/RDB config commands (WRKDDMF, WRKRDBDIRE, CHGDDMTCPA, ...) = 7.5 = read-access to public

* System values (QCFGMSGQ, QSSLCSL, QSSLCSLCTL, QSSLPCL) = 7.5 = read-access to public like any system value

* Network attributes (JOBACN, DDMACC, PCSACC, ALWADDCLU) = 7.5 = read-access to public like any network attribute
e TCP/IP commands and APIs (CFGTCP, NETSTAT, CHGTCPA, CHGTCPDMN, CHGTCPSVR, CHGUSRSNMP, CHGTELNA, ...)

* Tape commands (DSPTAPCTG, DSPTAPSTS, CHGTAPEF, ...)

« SQL Services (ASP_INFO, NETSTAT INFO, NETSTAT JOB_INFO, RDB_ENTRY_INFO, SERVER_SHARE_INFO,

* TELNET_SERVER_ATTRIBUTES, ...)

«  Db2 Mirror SQL services (MIRROR_CLUSTER_INFO, MIRROR_INFO, NRG_INFO, RDMA_LINK_INFO, ...)

* CHGFTPA was already protected with *IOSYSCFG since .... We could not remember; so we asked Bob, it said since VAR5

GM

18
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Displaying System Values

» Prior to 7.6: Public read-access to all system values (except values related to auditing which require *AUDIT)
» From 7.6 :Public read-access to all system values (except values related to auditing which require *AUDIT
and values related to SSL which require *IOSYSCFG or QIBM_IOSYSCFG_VIEW)

SYSTEM_VALUE
_NAME
TEXT DESCRIPTION

n message dqueus

QAUDENDACN e ct
QAUDFRCLVL auditing data
QAUDLVL y auditing
QAUDLVL2

TOBJAUD

object Authorization
Type Na
AL *CMD - +PUBLIC
VALUE_INFO *FILE VIEW *PUBLIC USER DEFINED

SYSTEM VALUE V TRS

System

VL

* NOTAVL
IOTAVL
NOTAVL
*NOTAVL
*NOTAVL

SYSTEM_VALUE_V7RE

CATEGORY

SHIPPED DEFAULT VALY
_VTRE

SYSTEM VALUE
_NAME

System
Value
Name
QPWDLVL
QPWDRULES

SHIPPED DEFAULT
VALUE V7R3
TEXT DESCRIPTION
Shipped
Default
Description Value
Password level 0

Password rules *PWDSYSVAL

SHIPPED DEFAULT |
VALUE V7RG

Shipped
Default

Value

3
2
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Displaying System Values using SECURITY_INFO

» Prior to 7.6: SECURITY_INFO public read-access
DSPSECA public read-access
DSPSECAUD requires *AUDIT

» From 7.6 :Requires *AUDIT or *SECADM to run this service and DSPSECA

=ct * from gsysZ.security info ;

ELECT text_description, system value FROM QSYSZ2.system value info where system value name like

509
510
511

PENDING SECURITY LEVEL PENDING_PAS
SECURITY LEVEL PASSWORD_LEVEL

Pending Pending

urity Password Password

ERROR: [SQLO443] *AUDIT OR *SECADM SPECIAL AUTHORITY REQUIRED (

GM

)RD_LEVEL  ADDITIONAL SIGNON_ FACTOR

itional n
on
t

Factor

Either a trigger program

TEXT DESCRIPTION SYSTEM VALUE

Tex
Description

Maximum sign-on attempts allowed

Duplicate password control

Limit adjacent digits in password

Limit repeating characters in password

Limit password character positions

Require digit in password

Minimum password length

Maximum password length

Limit characters in password *NONE

Password validation program *NONE

Password expiration interval

Action to ta for failed signon attempts

Maxirmum spooled files

Password level

Password rules *LMTPRFNAME. ..

Block password change *NONE

-
7

Password expiration warning

20
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Manipulating Shares

Case: Reinforce authority required to create/change/remove a NetServer File share

cl: crtdix

9 el: CALL QZLSADFS PARM(testADDSHARE

9 ¢l: CALL QZL )AFM (testADDSHARE x

» Prior to 7.6: The owner of a directory can

manipU|ate the Corresponding Share [ 08/30/2026, 10:09:54 PM ] Run Selected...
. L @ CALL ¢ AD PAFM(testADDSHARE '/ibmi tmp' J000' 'Root in Read/Write mode' x'0D0000002Z' x'FFFFFFFF' x'0000DODOD' )
without additional controls B P

ect auth

Message ID . . . . . . : CPFB684 Severity . . . . . . . 40
. H Message type . . . . . : Escape
» From 7.6 :The owner of a directory Date sent . . i 36768726 Time sent . . . . . . : 21:09:49

needs to be registered in funCtion Message . . . . : User does not have the correct authority for API QZLSADFS.
. Cause . . . . . : Error occurred for reason code 4. See explanation of the
QIBM_QZLS_NETSVR_SHARE in order to reason codes below:

1 User does not have XI0OSYSCFG special authority.
1 1 2 - User does t ha *[0SYSCFG and ®*SECADM s ial authority.
manipulate the corresponding share 5T oy does nol have MIOSTSCEG and pecial authority ‘
3 File system directory or output queue does not exist and the user does
not have XI0SYSCFG special authority.
4 - User does not have XIOSYSCFG special authority or is not the owner of

the file system directory or output queue with authority to the
QIBM_QZLS_NETSVR_SHARE function usage identifier.

T

2 - User does not have XIUSTYSUFL special authority or authority to the

QIBM_IOSYSCFG_VIEW function usage identifier.
CHGFCNUSG FCNID(QIBM QZLS NETSVR SHARE ) USER(GM BASICLM|) USAGE (* ALLOWED)
CPCZ21D: Function QIBM QZLS NETSVR

SHARE usage information changed.

Statement ran successfully (LEZ ms)
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Things | can't do up to 7.5,
can from 7.6

Some of these features are also included in 7.5 TR8



MFA

Case: | need to reinforce authentication for some users with a second factor (in a single step)

» Prior to 7.6: These is no (easy) way to do it, even when buying a 3rd-party solution
» From 7.6 : Use the IBM native solution or/and use a 3rd-party solution for additional scenarios

*  Multi-Factor Authentication (MFA) is free and built into the operating system

* Enabling MFA activates the feature; it is enabled on a per-user basis rather than at system level

* It can be enabled within the operating system and/or within SST (using independent layers and configurations)
* It supports only the TOTP (Time-based One-Time Password — RFC 6238) protocol

* Noinfrastructure changes are required (in compliance with RFC 6238)

e Further improvements are planned

* Understanding "persistence" is essential for optimal use.

Many resources available to help you implement it:
] From the Redbook:

IBM documentation www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa « Refer to this IBM i 7.6 doc
_ www.redbooks.ibm.com/abstracts/sg248588.html information as the list of connection

1BM quick "How To" brm. G i - . . . o protc?cols that support MEA will likely
continue to change over time. »

Fortra

GM
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http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.ibm.com/docs/en/i/7.6.0?topic=security-multi-factor-authentication-mfa
http://www.redbooks.ibm.com/abstracts/sg248588.html
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
http://www.ibm.com/support/pages/ibm-i-%E2%80%93-enabling-multifactor-authentication-mfa-technical-guide
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://learn.common.org/products/isee-integrated-multi-factor-authentication?packages%5B%5D=46368&in_package=46368&sort_by=package_order&ref=package&ref_id=46368
https://www.youtube.com/watch?v=wYTxJEkeo6Q
https://i.gayte.it/en/securit-i-2025-replays/
https://i.gayte.it/en/securit-i-2025-replays/
https://i.gayte.it/en/securit-i-2025-replays/
https://i.gayte.it/en/securit-i-2025-replays/
https://i.gayte.it/en/securit-i-2025-replays/
https://i.gayte.it/en/securit-i-2025-replays/
https://i.gayte.it/en/securit-i-2025-replays/
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ASP 1 Encryption

Case: | need to encrypt my data at rest

» Prior to 7.6: Only Basic ASPs (2-32) and iASPs (33-225) can be encrypted at 7.5 and below

» From 7.6 :Included at no cost

* Included in the operating system

* Works on internal IBM i storage

* Helps you meet compliance requirements

* Can be started or stopped whilst system in use

* Requires SS1 Option 45 - Encrypted ASP Enablement
* Encryption uses AES with 256 bit key in CBC mode.

1

5770551

5770551
5770551
5770551
5770551
5770551
5770551
5770551
5770551
5761AF1
5/761AF1
577B0BR2

F11

System: JEDI76

FSF for IBM i1 Any Speed Frinter Support
International Components for Unicode

HA 5witchable Resources

HA Journal Performance

Additional Fonts

Encrypted Backup Enablement

Encrypted ASF Enablement

IBM Advanced Data Security for i

Db2 Data Mirroring

IBM Advanced DBCS5 Printer Support for i
Adv DBCS Printer Support - IFDS

IBM Backup, Recovery and Media Services fTor i

F12-C F19
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ASP 1 Encryption

Case: | need to encrypt my data at rest

» Prior to 7.6: You must use external storage, such as an IBM Flash System FS5nnn SAN

» From 7.6 :Included at no cost

* Enabling ASP 1 Encryption

e STRSST

* Work with Disk Configuration
* Work with Encryption

» Start Encryption on ASPs

Data will be encrypted on the selected ASFs.
For -{independent ASPs, data will be encrypted when they are
varied on.

Note: Do not stop encryption on the ASPs until this operation
has completed. Do not change the data encryption key on the
AS5Ps until this operation has completed.

Press Enter to confirm your choices to start encryption.
Press F12 to return to change your choices.

3200000 19 .39% 2 0.80% Encrypting

Fl2—=Cancel
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ASP 1 Encryption

Case: | need to encrypt my data at rest

» Prior to 7.6: If you need to store sentive data in ASP1, encrypt it at the object level

> From 7.6

 Included at no cost

Things to consider

 The Encryption Keys are stored in the LIC

* You should take a SAVSYS or Go Save 21 after

* Do not IPL server whilst starting/stopping encryption

* There is a performance overhead (circa 20%)

e |f you are moving from HDD to NVMe | doubt you’ll notice
* Ifi/o performance is vital consider alternatives

* NVMe Key Management (requires HMCs)

e External Storage

26
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*|OSYSCFG special authority versus QIBM_|0SYSCFG_VIEW function usage

Case: Grant read-only authorities to users who need to view configurations without modifying them.

» Prior to 7.6: Giving *IOSYSCFG special authority to the user
» From 7.6 : Registering the user in function QIBM_IOSYSCFG_VIEW with usage *ALLOWED

New function ID QIBM _IOSYSCFG_VIEW allows to grant/deny access to these commands/api/services
in a read-only mode:

* Configuration commands (DSPCFGL, DSPDEVD, DSPLIND, WRKCTLD, ...)

* DDM/RDB config commands (WRKDDMF, WRKRDBDIRE, CHGDDMTCPA, ...)

* System values (QCFGMSGQ, QSSLCSL, QSSLCSLCTL, QSSLPCL)

* Network attributes (JOBACN, DDMACC, PCSACC, ALWADDCLU)

* TCP/IP commands and APIs (CFGTCP, NETSTAT, CHGTCPA, CHGTCPDMN, CHGTCPSVR, CHGUSRSNMP, CHGFTPA, CHGTELNA, ...)
* Tape commands (DSPTAPCTG, DSPTAPSTS, ...)

* SQL Services (ASP_INFO, NETSTAT INFO, NETSTAT JOB_INFO, RDB_ENTRY_INFO, SERVER_SHARE_INFO, ,
« TELNET_SERVER_ATTRIBUTES, ...) &/
*  Db2 Mirror SQL services (MIRROR_CLUSTER_INFO, MIRROR_INFO, NRG_INFO, RDMA_LINK_INFQ, ...)

GM

27

jeJowsew Ang



*|OSYSCFG special authority versus QIBM_IOSYSCFG_VIEW function usage

GM

Case: Grant read-only authorities to users who need to view configurations without modifying them.
» Prior to 7.6: Giving *IOSYSCFG special authority to the user

» From 7.6 : Registering the user in function QIBM _I0SYSCFG_VIEW with usage *ALLOWED

New function ID QIBM _IOSYSCFG_VIEW allows to grant/deny access to these commands/api/services in a
read-only mode:

FUNCTION_ID DEFAULT USAGE ALLOBJ_INDICATOR USER_NAME USER_TYPE
USAGE
Function Default Allobj User User

chgftpa

ID Usage Indicator Usage Name Type
QIEM IOSYSCFG VIEW DENIED NOT USED ALLOWED GM USER x[0SYSCFG authority or QIBM_IOSYSCFG_VIEW functional usage required to use
QIEM IOSYSCFG_VIEW DENIED NOT USED DENIED GM ALLOBJ USER CHGFTPA.

Current values could not be retrieved.

Message ID . . . . . . : TCP8051 Severity . . . . . . . 40

Message type . . . . . : Diagnostic

Date sent . . . . . . 06/08/26 Time sent . . . . . . ! 21:35:30

Message . . . . : x]0SYSCFG authority or QIBM_IOSYSCFG_VIEW functional usage
required to use CHGFTPA.

Cause . . . . . : *]0SYSCFG special authority or QIBM_IOSYSCFG_VIEW
functional usage is required to use the CHGFTPA API or command.

Recovery . . . : Ask the security administrator to grant your user profile

x]0SYSCFG special authority or QIBM_IOSYSCFG_VIEW functional usage.

28
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Protecting against impersonations

Case: | am allowed to run a process under a user | have authority on.

» Prior to 7.6: These is no (easy) way to protect us against this potential usurpation/impersonation
» From 7.6 : Register the target user in function QIBM_RUN_UNDER_USER_NO_AUTH with *DENIED usage

531 set session authorization gm openbar ; cl: sbmjob cmd(chgusrprf gm basiclm spcaut(*allobq) lmtcpb(*no)) user (gm openbar) -job(aisaicaie]

*ALLOBJ required *USE authority required on the target user
sbmjob cmd(chgusrprf gm basiclm spcaut(*allobj) lmtcpb(*no)) useri(gm openbar) job(aisaicaie)

[ O6/10/202€6, 05:4%:4]1 PM ] PRun S cted. .

set session authorization gm openbar CPCl221: Job 023577/GM OPENEAR/AIEAIEAIE submitted to job queue QBATCH in library QGPL.

Statement ran successfully {148 ms) Statement ran successfully (154 ms)

[ 08/14/2026, 02:45:18 PM ] Run Selected...

@ CHGFCNUSG FCNID (QIEM RUN_ UNDER USER_NO AUTH) USER(GM OPENEAR) USAGE (*DENIED)

CPC221D: Function QIEM RUN UNDER USER_NO AUTH usage information changed.

V' Statement ran succes sfully (150 ms)

[ 08/14/2026, 02:46:30 PM ] Run Selected...

[ 08/14/2026, 02:47:36 PM ] Run Selected...
set session authorization gm_openbar sbmjob cmd(DLTLIE LIB(XXXX)) user(gm _openbar) job(ouille)

A SOL State: 2800I
Vendor le: -552

CPF4AFl: Operation not allowed for user profile GM OPENEAR.
The operation cannot be performed without the required authority CPD1ELE: No . r I ile GM OPENBAR.

CPF1338: rrors occurred on SEMJOB command.
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Protecting against impersonations

Case: | am allowed to run a process under a user | have authority on.

» Priorto 7.6: These is no (easy) way to protect us against this potential usurpation/impersonation

> From 7.6

Profile Type

@ Work Management -

EI Configuration and Service

SB

Profile Status Impersonation LI7

v i v o1l

Authentication Exists

Y i

"ENABLED

*DISABLED

FTPOBLOCK - Properties

User:

Name = : FTPOBLOCK

Description: Test FTP outbound Blocked

MFA Key

Class: User v

Y Impersonation
Password:

Password

User must change password al

QIBM_RUN_UNDER_USER
Additional Authentication Options:

MFA Authentication usinga T
MFA key exists:
Last changed:

Exit Program Authentication (

Deny Impersonation (@)

. Register the target user in function QIBM_RUN_UNDER_USER_NO_AUTH with *DENIED usage

TH to DENIED for t
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Protecting against impersonations (auditing)

0 SELECT fu.user_name, fu.. 1=,

5 , fi.default usage,
591 FROM

.FUNCTION_USAGE fu on fu.function id = fi.function_id

fi.allobj_indicator, fi.function_id, fi.function name message_ text

592 where fu.function_

rder by user_name ;

FUNCTION NAME_MESSAGE_TEXT Default is *ALLOWED and NOT-CHANGEABLE

Default Alloh3 Punction Name (idea under consideration)

Indicator 1D Message Text

USER_NAME USER_TYPE DEFAULT USAGE ALLOBJ_INDICATOR FUNCTION_ID

USAGE

User

Name= Usage

NOT USED QIBM_RUN_UNDER_USER_NO_AUTH PRun under a user without authentication

GM_OPENEAR DENIED USER

elect jrn.ENTRY TIMESTAMP, j«

remote address, function name, function r

_nhame, UsSer name, program name,

gistration operation, user profile name, usage setting, previous usage

from table( STOOLS.AUDIT JOURNAL GR (STARTING_RECEIVER_NAME > , STARTING_TIMESTAMP current date)) jrn
where entry type = ind function _name =

ind function registration eration = and usage setting <> previous usage ;

USER
ENTRY TIMESTAMP JOB_NAME NAME NAME ADDRESS FUNCTION_ NAME _OPERATION _NAME USAGE_SETTING USAGE
202e-08-14 13:... QZDASOINIT GM QCMDEXC1 10.24... QIEM RUN_UNDER_U... CHANGE USAGE GM_OPENBAR REMOVED UNENOWN
2026-08-14 13:... QZDASOINIT GM QCMDEXC1 10.24... QIBM RUN_UNDER_U... CHANGE USAGE GM REMOVED UNENOWN
2026-08-14 13:... QZDASOINIT GM ) 10.24... QIEM RUN_UNDER_U... CHANGE USAGE DENIED UNENOWN

PROGRAM_ REMOTE_ FUNCTION_REGISTRATION USER_PROFILE PREVIOUS_|

0 cl: CHGUSRAUD USEPFF (GM_OPENBAR) AUDLVL (*AUTWARN) ;
1 cl: CHGFCNUSG FCNID(QIEM RUN_UNDER_USER_NO_AUTH) USER(GM_OPENBAR) U

E (*NONE) ;

select Jjrn.ENTRY TIMESTAMP, job_name, user_name, p

gram_name,

rization gm openbar ;

604 remote address, function name, function registration operation, user profile name
605 from table (SYSTOOLS.AUDIT JOURNAL GR (STARTING RECEIVER_NAME = , STARTING_TIMESTAMP => cuxrrent date)) jrn

614 set session authorization gm;

606 where entry type = and function name = =lsct jrn.ENTRY TIMESTAMP, job_name, user name, program name,

eration = ;

and function registration_

617 remote_address, function_name, function_registration operation, user_profile_ name
5 S.AUDIT_JOURNAL GR (STARTING_RECEIVER_NAME = , STARTING TIMESTAMP => curxrent date)) jrn

and function name =

_OF

USER_ FUNCTION REGISTRATION on

ration = H

REMOTE _

ENTRY TIMESTAMP JOE NAME  NAME  PROGRAM NAME ADDRESS FUNCTION NAME OPERATION USER_PROFILE NAME

2026-08-14 13... QZDASOINIT GM QZDASOINIT 10.24... QIBM_RUN_UNDER... USAGE FAILURE GM_OPENEAR

2026-08-14 13... QZDASOINIT GM QCMDEXC L 10.24... QIBM_RUN_UNDER... USAGE FAILURE GM_OPENBAR REMOTE_ FUNCTION_REGISTRATION

2026-08-14 13... QZDASOINIT GM QZDASOINIT 10.24... QIEM RUN UNDER... USAGE FAILURE &M OPENBAR ENTRY TIMESTAMP  JOB_NAME USER_NAME  PROGRAM NAME ADDRESS FUNCTION_NAME _OPERATION USER_PROFILE_NAME

2026-08-14 13... QZDASOINIT GM QCMDEXC L 10.24... QIEM RUN_UNDER... USAGE FAILURE GM_OPENBAR 2026-08-14 13:... GM_BASICLM 10.2... QIBM_RUN_UNDER... USAGE WARNING GM_OPENBAR
2026-08-14 13:... GM_BASICLM QCMDEXC1 2 IBM RUN_UNDER... USAGE WARNING GM_OPENBAR
202e-08-14 13:... QZDASOINIT GM_BASICLM QCMDEXC1 10.2. QIEM RUN_UNDER... USAGE WARNING GM_OPENEAR
2026-08-14 13:... QZDASOINIT GM_BASICLM QCMDEXC1 10.2. QIEM RUN_UNDER... USAGE WARNING GM_OPENEAR
20Ze-08-14 13:... QZDASOINIT GM QZDASOINIT 10.2. QIEM RUN_UNDER... USAGE WARNING GM_OPENBEAR
2026-08-14 14:... QZDASOINIT GM QZDASOINIT 10.2. QIBM RUN_UNDER... USAGE WARNING GM_OPENEAR




New Configure Host Server Command

Case: Allows administrators to enable, disable, or restrict non-secure (unencrypted) connections to host servers

Configure Host Server (CFGHOSTSVR)

» Prior to 7.6: Create your own utility

; « Enable, disable, or allow loopback for non-secure connections on the supported host servers
baseq O.n Exit Programs and TCP Port — Central, Database, Data Queue, File, Network Print, Remote Command, and Signon
Restrictions (CFGTCP option 4)

» Provides architected and auditable way to comply with port scan audits by disabling non-secure ports
— Currently administrators add a TCP port restriction as a circumvention

> From 7.6 Require some or all to onIy « This prevents non-TLS applications from using the host servers over loopback
) Ccept Secure connections + Configure the type of connections allowed for each host server (CNNTYPE)
" . — *SECURE - Only TLS/Secure connections allowed. Insecure port not started
SECLOOP can be speC|f|ed to allow — *SECLOOP - TLS/Secure connections and insecure loopback connections allowed
non-secure connections ONLY from * Insecure port is not listening on the external interfaces

— *ALL —All insecure and secure connections allowed

*LOOPBACK interface

Configure Host Server (CFGHOSTSVR)
s, press Enter.

CNNTYPE, *LISTEN
*ALLCFG, *CENTRAL. ..
+ for more walues

*SECURE *SAME, *ALL, *SECLOOCP...

SB
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Universal Authentication Exit Point

« QIBM_QSY_AUTH

e Activated user per user
* Independant from MFA
e Can enforce ANY authentication from
ANY user (service accounts)
e (Can trigger additional MFA
* When *TOTP + *REGFAC, *TOTP first and then exit pgm

Can be used to build a comprehensive
inventory of authentication categories

GM

User profile

Previous sign-on

Authentication attempts not valid

Date password last changed
Password is *NONE
Password expiration interval

Authentication methods
TOTP optional interwval
Maximum sign-on attempts

NIST 800-63B-4
SMS, HOTP and TOTP

not compatible with
AAL3 requirements

e e GM_REGFAC

e e e 14/08/26 14:45:03
.. (0
- *ENABLED
- 14/08/26 14:44:32
e e e *NO
- *SYSVAL

Password set expired by command
Block password change
Local password management
TOTP key exists
Date TOTP key last changed

- xNO

e e e e XSYSvVAL
- *YES
e e e No

T *REGFAC < —
. . . . . . . . . . : xNONE
. . . . . . . . . : xsysval
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New Platform KeyStore (PKS) for iSCSI CHAP authorization

Case: Reduce risk of unauthorized access to data stored on (VTL) virtual tape devices

3.9.11 Using Platform KeyStore (PKS) for iSCSI CHAP authorization
. _ credentials
» Prior to 7.6: Required separate TKLM
The Power Platform KeyStore (PKS) feature on IBM Power10-based servers provides an

solution encrypted, non-volatile storage area designed to enhance data protection. PKS enables
logical partitions (LPARs) to securely store sensitive information with partition-specific access
controls managed through PowerVM. PowerVM also supports automatic, encrypted migration

. 1 of PKS data during Live Partition Mobility (LPM) operations, ensuring the security and
> From 7.6 : lntegratEd into HMC / LPAR integrity of iSCSl CHAP credentials as IBM i LPARs move between systems.
management

With IBM i 7.6, administrators can configure the encrypted PKS to store iSCSI Challenge
Handshake Authentication Protocol (CHAP) credentials. With this capability, organizations
that use iISCSl-attached Virtual Tape Libraries (VTLs) can safeguard authentication data
more effectively, reducing the risk of unauthorized access to virtual tape devices and their
contents.

The following requirements must be met:

Power 10 + FW10xx and IBM i 7.6

iISCSI D-mode with CHAP configuration as plaintext requires FW1050 + PKS
iISCSI D-mode with CHAP configuration as a PKS label requires FW1060+
PKS Must be enabled for the partition

Use HMC partition properties to enable PKS. This configuration sets PKS as the default
method for iISCSI target configurations when they are added or modified. Enhancements to
the iISCSI Configuration SQL Services display the storage state of CHAP authentication data
so that users can opt out of using PKS for specific target configurations, if needed.

SB
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Managing Master Key

Case: Protect against theft or cloning of IBM i Disk Units

» Prior to 7.6: The Save/Restore was set to a default value
» From 7.6 :You must set the Save/Restore key before you set any other master keys
» NOTE: If you do this, you must protect the Save/Restore Key or your system will not IPL!

Managing master keys

The save/restore master key is no longer set to a default value. Users must explicitly set the key before
any of the system master keys can be set. If the save/restore master key is cleared, a subsequent IPL will
not complete until the save/restore key is recovered using the Remote Key Agent utility.

SB
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QAUDJRN Authentication Entries

PW = Authentication violations (requires *AUTFAIL) VP = Network activity (requires *NETFAIL/*NETCMN)

AUDIT_USER_NAME, = e s, AUDIT_[ ER NAME, er_name,

_ 7I"ETnIL. B V“_ New types: F’ G’ K’ o’ T 7 tho = 4 n ions, share name, path name rn.*
curzent date - b ogemdl TOTP & Exit point o B ‘;Me—_ -BIVERT ’ New type. U

Invalid User

REMOTE _ VIOLATION

TIMESTAMP [AM JC M M VIOLATION TYFPE DETAIL
REMOTE AUDIT |

3-21 14.

-time password (TOTP) specified on ¢

? conmand not valid

authentication methods, authe . cle maximum signon_attempts New type- KEY
T AUDIT JOURNAL TARTING_RECEIVER_NAME = ' . -
TOTP & Exit point

current date 1 ) jrn

name, user_ = ) 1 C ists, totp_key_

D TOTP_KEY TOTP_KEY  PREVIC _AUTHENTICATION AUTHENTICATION MAX

'Y _TIME _NAME  USER_NAME _TYPE R_P _ ; _METHC _ATTEM

21 14:... 5 GM T GM_TOTP
GM_TOTP

. QPADEVODDS ¢ CHG |_TOTP - c ‘B C *TOTP
.. QPADEVOOODS G OTP

jesowlew Ang
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QAUDJRN NetServer Authentication Entries (Unknown User)

Previously, if a user that didn’t exist on IBM i tried to connect to NetServer, this was the only way you could tell.

It was not logged as a VP entry in the Audit Journal

urity

Enter network credentials

RTING_RECEI\

rs)) jen

IBM Navigator for i

IBM i NetServer Status
REMOTE_  AUDIT USER
ADDR _NAME

10.24...
10.24...

Home

Work Management
Configuration and Set
System

Monitors

My Work

Network

Security

VP = Network activity (requires *NETFAIL/*NETCMN)

AUDIT USER_NAME,

share name, th_name,

New type : U
Invalid User
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QAUDJRN NetServer Entries

Case: | need to reduce the NetServer exposure, and therefore audit activities.

» Prior to 7.6: These is no direct way to audit access to shares
» From 7.6 : Add * NETSMBSVR to QAUDLVL and check VP entries

ess, AUDIT USER_NAME, computer_ name,
ssions, share name, path ne
7 OM TAELE S.AU " JOURN /P (STARTIN IVER_NAME .
ARTING_TIMESTAMP current date -

New types:C,E, S
where entry type in (| ’ ’ ;

REMOTE AUDIT_USER SHARE_AUTHORIZATION
JOB_NAME JOE_USER "ROGRAM NAN ADDRE _NAME COMPUTER_NAME ENTRY_TYPE_ DETAIL _LIS SHARE_ACTION PEFRM S SHARE_NAME PATH_NAME

. QPADEVO0DS GM ZLSFSHR 10.24... GM Share ec ADD *BW \PIFSDOC /erpifsdoc

. QPADEVOOOS '. 10.24... GM Shar ADD *R
£ 10.24... GM Shar d CHANGE *BW

GM E H co- r shar ction established *RW
GM 31 I cen r shar o ablished *BW
GM = g = r shar
GM 18 ! ce r shar
GM = : oo r shar
GM 3 : ce r shar
GM SE g oo r shar

GM
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CVE - Common Vulnerabilities and Exposures

» Priorto 7.6 TR2 & 7.5 TR8 : No automatic way to query CVEs — reading security alerts and website
» From 7.6 TR2& 7.5 TR8 :From the partition access directly the CVE database for the selected version and
present the extracted information from the IBM pages in a readable manner

SELECT * FROM TABLE (SYSTOOLS.CVE_INFO())

VERSION FIRST PUBLISHED LAST PUBLISHED PERIOD_YEARS CRIT COUNT HIGH_COUNT MEDIUM COUNT LOW COUNT CRIT AVERAGE HIGH _AVEPAGE MEDIUM AVERAGE LOW_AVEPRAGE

2018-08-08 202e-08-21 .03 3l 307 401 122 .33 38.23 49,93 15.19
2019-12-19 2026-08-21 .67 24 248 272 85 .99 37.18 40.77 12.74
2022-05-23 202e-08-21 .24 21 210 202 46 .85 49.52 47.64 10.84
2025-04-17 2026-08-21 .34 15 152 115 24 .18 43 85.82 17.91

-08: 95 CVEson 7.6, only 17 NOTon 7.3

E_INFO(7.6)) ; 026-06 Critical + High

E_INFO(7.6))

N (7.6) THE FOUR HUNDRED

TITLE UR: SUMMARY
IBM I PTF GUIDE, VOLUME 28, NUMBER 28: A CRAZY NUMBER OF SECURITY
VULNERABILITY PATCHES

IEM i is Affe e b i vigat £ ht : b ¢ . IEM i is vulner e i 2026 Dc

IEM i is fe A Prv. ation Vulnerability [C 026-18509] E ... IBEM i is w
IEM i is e M > e b ga [ h HY, & bm. ¢ /s . IBM 1 is wvu

IBM i is Affe e L atio erab CV BEED t H bm. ¢ IBM i is vulner
IEM i is affe a e e a e b We clm o CV! 23 t H, = /s... Web Admini:
IEM i is affe e e atic er e CVE-202 3 i/ /W, ibm.com/s... IBM i is

S High IBEM i is wu - vile a d th [C ... h S:/ N /s... IBM i

3 High ! IBM i is wvu e a e es a v ra / ctiv Utiliti C . h HY, W . . / . IBM i ntains

High 20 04-17 IEM i is vu to a priv tio ect pEc 2 commwand [C... http: 2 ... IEM i contains a lJLJ.'::i
THIS IS A POSITIVE THING
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CVE - Common Vulnerabilities and Exposures (Customisation)

select routine_definition from qgsys2.sysroutines
where specific_schema = 'SYSTOOLS' and routine_name ="'CVE_INFQO'

BEGIN

RETURN SELECT

CVE_ID , CVE_BASE_SCORE , . :

DATE ( TIMESTAMP_FORMAT ( CHAR ( CVE_PUBLISH DATE ) , 'YYYY-MM-DD' ) ) , Official IBM API page_ that lists

CVE_TITLE , CVE_URL , CVE_SUMMARY , all the Security bulletins related to IBM

CVE_DESCRIPTION , CVE_LICPGM , CVE_PRODUCT ,
IBMI_RELEASE ,

DATE ( TIMESTAMP_FORMAT ( CHAR ( CVE_MODIFICATION DATE ) , 'YYYY-MM-DD' ) ) , « Readable » page
CVE_X_FORCE_URL , CVE_FIELD VULNERABILITY_DETAILS ,
CVE_AFFECTED_PRODUCTS https://www.ibm.com/support/pages/bulletin/search/?q=1BM%20i

FROM JSON_TABLE (
SYSTOOLS. _ HTTPGETICIOR [
"https://www.ibm.com/support/pages/securityapp/api/search?q=IBM%20i% , "' ) ,
"lax §.results][*]"

COLUMNS (

CVE_ID VARCHAR ( 20 ) CCSID 1208 PATH '$.field cve id' ,

CVE_BASE_SCORE VARCHAR ( 20 ) CCSID 1208 PATH '$.field cvss_base _score' ,
CVE_PUBLISH DATE VARCHAR ( 200 ) CCSID 1208 PATH '$.field pub_date' ,

CVE _TITLE VARCHAR ( 2000 ) CCSID 1208 PATH '$.title' ,

CVE_URL VARCHAR ( 200 ) CCSID 1208 PATH '$.field published url' ,
CVE_SUMMARY VARCHAR ( 2000 ) CCSID 1208 PATH '$.field summary' ,
CVE_DESCRIPTION VARCHAR ( 5000 ) CCSID 1208 PATH '$.field cvss desc' ,
CVE_LICPGM VARCHAR ( 7 ) CCSID 1208 PATH '$.field offering pid number' ,
CVE_PRODUCT VARCHAR ( 50 ) CCSID 1208 PATH '$.field product' , « Gather the associated PTFs

CVE_AFFECTED _PRODUCTS VARCHAR ( 7000 ) CCSID 1208 PATH '$.field affected products' , . .
CVE_MODIFICATION DATE VARCHAR ( 200 ) CCSID 1208 PATH '$.modified date' , * Checkif the PTF has already been applied
CVE_X_FORCE_URL VARCHAR ( 100 ) CCSID 1208 PATH '$.fi|pi -
CVE_FIELD VULNERABILITY DETAILS CLOB ( 102400 ) CCSID

‘ CVE_ID SCORE PUBLISH DATE PTF_NUMBER PTF_LOADED_STATUS
ICVE*ZOZ €-290€3 Critical is Affected by Use of Hard-coded Cryptographic Key, Cross-site Scripting, and Protot... : $J09013 PEPMANENTLY APPLIED

’$'f1eLd—VULnerablthy—detall's ' CVE-2026-31789 Critical is Affected By NULL Pointer Dereference, Use Afer Free, and Out-of-Bounds Write Vuln... $J09833 PERMANENTLY APPLIED
) ICVE—'_‘UQE-34182 Critical is Affected By Multiple Vulnerabilities in OpenSSL 2026-07-14 SJTL10ES5L APPLIED
) ICVE—ZD:E—SE33 Critical is Affected By Denial of Service, HTTP Request Smuggling, and Remote Code Execution ... 2026-06-22 sJlolz22 APPLIED
WHERE CVE AFFECTED PRODUCTS LIKE loo [ CONCAT IBMI ICVE—:U:E—].ESED Critical is Affected By Remote Code Execution Vulnerability [CVE-202&-168€0] 2026-08-11 sJ10879
- - - CVE-2026-17083 Critical is Affected By Multiple Vulnerabilities in the Debug Server 202&6-08-11 SJ10898
END CVE-2026-17218 Critical is Affected By Remote Code Execution Vulnerability in Line Printer Daemon [CVE-2026-... 202€-08-11 5J10872
G IV[ ICVF.-CUEE-l'?'.I'?E Critical is Affected By Multiple Vulnerabilities in Navigator for i 2026-08-11 5710887



Reading Database Changes at Record Level from Database Journal

» Priorto 7.6 TR2 & 7.5 TR8 : DSPJRN, RCVIRNE, RTVJRNE, QjoRetrievelournalEntries, QSYS2.DISPLAY JOURNAL
» From 7.6 TR2& 7.5 TR8 :CREATE_DATA JOURNAL READER a smart agent used for presenting and filtering
columns - No more interpret(SUBSTR(entry data ,1, 20) as char(20))

ALl READER (LIBRARY NAME system_table schema, FILE NAME system table name, OUTPUT LIBRARY
udit tb ;

SYSTEM_TABLE_SCHEMA  SYSTEM_TABLE_NAME

INITIAL _OBJECT_AUDIT DATA_JOURNAL_READER_CREATED
ERPFILE
ERPFILE
ERPFILE
XXERPDATA

inumero, ub.clinombr,

, up.clistat Ii?TAT_aft%{ .

USER_ CLITIPO_ CLISTAT_
NAME OPEFATION CLICOMP CLINUMERO CLINOMER AFTER EEFORE
.. UPDATE ool 5915000000000001 Jo
.. UPDATE ooz 4915000000000001
UPDATE 0oL 5915000000000001
.. UPDATE o002 4915000000000001

CLISTAT
AFTER

Powerful at filtering and presenting!!
Filtering at database file field level
Filtering at journal context field level

Don’t forget to :

Manage the retention

Manage the change in the file structure

Don’t miss any period of time when scheduled (no *CONTINUE value)
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New QIBM_QZLS NETSVR_SHARE function ID

Case: Give us the ability to manage NetServer File shares, without giving additional privileges

» Prior to 7.6: You had to give user(s) IBM i NetServer
*IOSYSCFG special authority to manage

The IBM i NetServer APIs that retrieve server configuration information require either

file shares *IOSYSCFG special authority or QIBM_IOSYSCFG_VIEW function usage authority. Consider
the following updates:

> From 7.6 - Add USEI‘(S) to » Creating, modifying, or removing an IBM i NetServer share without *IOSYSCFG special
’ | . authority now requires ownership of the shared object and
Q| BM_QZLS_N ETSVR_SHARE function QIBM_QZLS_NETSVR_SHARE function usage authority.

without giving them *I0SYSCFG
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New Service tools server configuration entry service

SB

Case: Enable Programmatic administration of (SST/DST) Console LAN Adapter

» Prior to 7.6: Manual interactive configuration via SST / DST required
» From 7.6 :This can be done via an IBM i program or SQL statement
» Note: *IOSYSCFG and SST Linked profile required

View SELECT + FROM QSYS2.SERVICE_TOOLS_SERVER_CONFIGURATION_ENTRY_INFO;

CALL QSYS2.ADD_SERVICE_TOOLS_SERVER_CONFIGURATIOM_ENTRY (
PARTITION_UUID =»> BX'G2C417A870DD4487986B33FTACESFEAT",

RESOURCE _NAME =» "5T5',
IPVA_ADDRESS =» "1.2.35.56",
GATEWAY _ADDRESS *1.2.35.0°,

=

SUBMET_MASK =» "285.285.255.8",
IPVE_ADDRESS =» '2001:db5:3333:4444:5080 1666677779999 );
CALL 0QS¥S52.CHANGE_SERVICE_TOOLS_SERVER_CONFIGURATION_ENTRY (
PARTITION _UUID =>= BX'52CA417AS70DDA4879B6E33F74CESFE4TY"
IPVA_ADDRESS =» "1.2.37.56",
GATEWAY _ADDRESS =»> "1.2.37.8°'];

Re move CALL Q5%52.REMOVE_SERVICE_TOOLS_SERVER_CONFIGURATION_ENTRY (
PARTITION _UUID == BX'BZC417ASTODDA43T986E33IF7ACEIFEAT" ) ;
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Nice little additions

Scalar function gcmdexc can write the

command to the joblog

call systools.lprintf |(

end ;

run_cmd = ' GO UD OBJ(Q: >_INFO) OBJTYPE (*FILE)
call gsys2.qcmdexc(run _cmd);

concat run_cmd);

qtemp.run_cmd as
concat service_schema_name concat '/' concat system_object_name concat

concat object_type concat ') OBJAUD(*ALL) ' run cmd, 0 run_cmd status

from rslaud.audit sql service_for v7ré)

with data on repla ete rows ;

update qtemp

qsys2

.run_cmd set run _cmd status = gemdexc (run_cmd,

.qemdexc ( PRF U PF (ERAD) PD (' 'strong_and

sysdurmyl ;

Message

ICPC2191

cpcan24

EMADM

Automatic clean-up based on retention days STEMADN

]\

EMADM
EMADM
EMADM
IEMADM
EMADM

QCMDEXC success: CHGUSRPRF USRPRF(BRAD) PASSWOR ong_and_secret_pwd')
User profile BRAD changed.

QCMDEXC success: CHGOBJAUD OBX(QSYS2/SEC_INFQ) OBITYPE(*FILE) OBJAUD(*ALL)
Object auditing value changed For SEC_INFO in QSYS2 type *FILE,

Object QCMPDO0001 in QTEMP type *PGM deleted.

cmd = CHGOBJAUD OBJ(QSYS2/SEC_INFO) OBITYPE(*FILE) OBJAUD(*ALL)

Object auditing value changed for SEC_INFO in QSYS2 type *FILE,

GING FACILITY PRUNING VARIAELE EY D
PRUNING VARIAELE EY DAYS
PRUNING VARIAELE BY DA
SYSTEM LIMITS PRUNING VARIAELE FOR ASP EBY
EM LIMITS PRUNING VARIAELE FOR JOE BY
SYSTEM LIMI PRUNING VARIAELE FOR JECT
EM LIMITS PRUNING VARIAELE FOR TEM
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