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Associated protocols:
DB
ﬁDBCC User Commands
Net (cPP)
OLEDB
DRDA SQL Remote
SSH Db2
CLI/QShell Db2

Remote SQL, XDA
VS Code — Db2 fori

e

Inventory of all
methods
User Programs accessing Db2
Files/Tables
Triggers

QUERY/400

IBM i Services

get clob from file
QSYS2.IFS READ
QSYS2.IFS WRITE

SYSLOOLE L S ES Balaee
FTP Server -

FTP Client

Accessing JOURNAL receiver
contents:
QSYS2.DISPLAY_JOURNAL
DSPJRN, RCVJRNE
QjoRetrievelournalEntries

System Commands

File Server

NetServer/QSYS.LIB

Commands & Pgms Remote

SQL Execution Commands:
FTP Server - Quote Rcmd

FTP Client - Syscmd

REXEC - RUNRMTCMD

DDM - SBMRMTCMD

IBM i Access for Windows - RMTCMD

ObjectConnect

SSH — System ...

SB
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ODBC/DRDA - QCMDEXC proc or scalar function



SQL Remote

FTP Servet
FTP Client

File Server
NetServer/QSYS.LIB

ObjectConnect

User Commands

Commands & Pgms
SQL Execution

Triggers

QUERY/400

System Commands
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Why an Audit Trail is so important?

* Always understand what happened
* |dentify security attempts, breaches and human errors
* Prove the positive effects of your remediations
* |dentify the side effects of your remediations

* |dentify the negative effects of your remediations

GM

https://www.comparitech.com/software-supply-chain-attacks/
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The events to be audited and their associated audit trails

Events to audit

File openings (read, modify)

Actions at the Object Level (creation, deletion, rename, backup,
restoration, authorities, owner, etc.)

Actions on certain file attributes (triggers, constraints, RCAC
functions, logging, etc.)

Actions at the Member Level (creation, deletion, rename, backup,
restoration, logging, clear, reorganize, ...)

Actions at the Record Level (add, modify, delete)

Attempts to access files

Changes to audit values

Actions at record level (read)

Journal

QAUDJRN

Database

QAUDJRN

Database

Database

QAUDIJRN

Database

Database

QAUDIRN

QAUDJRN

Journal
code

Journal Entry types

ZC —ZR (access type =30 ...)

opP

CO-DO - OM - ZR (access type = 46 47 48) - OR - CA - OW

CT-DT-FN-DH-DZ-GT-GO

TCTDTG-ACDCGC-M1M2 M3 P1P2P3-DJEFIJF

AX

MC-MD -MN - MFMS-MR-JCEJIJM-CR-RGRM

PT PX-UBUP-DL

AF

AD

Other Audit Trails

Authority Collection, Exit Point ‘Open Database File’

Command & SQL Exit points, Database Monitor, Plan
Cache

Command & SQL Exit points, Database Monitor, Plan
Cache

Command & SQL Exit points, Database Monitor, Plan
Cache

Triggers (system & SQL), SQL Exit points, Database
Monitor, Plan Cache

Authority Collection

Command Exit point

Read-Triggers (system) A
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How to find the description of Audit Journal entry types?

Object . . . . . . . : Library

Member ey g v o m

Incomplete data . . : No Minimized entry data : *NONE
Sequence . . . . . . 87515767

Code . . . . . . . . : T - Audit trail entry

Type . . . . . . . . CO - Create object

Entry specific data
Column e s oFah vwlivnetova s vwo®Fn s ondiwentoon ithen o o Fu o B
0eee1 "NGLFPGHMO11 XXERPPGM =*PGH RPGLE '
00051 '
00101
00151
00201
00251
0e301

Model files in QSYS (example : QASYCPJ5 for entry type CP)
(only for Journal Code =T)

Fields you may encounter in many entries for Journal Code T
XXETYP TYPE OF ENTRY A
XXONAM Object Name
XXOLIB Library name
XXOTYP Object type
Path name

A
A
A
A

://www.ibm.com/docs/en/i/7.5.0?topic=ssw _ibm i 75/rzaru/rzarufinder.html
Journal entry information finder
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How to read Audit Journal entries?

Structure of the entry image is interpreted

OBJLIE  OEBJNAME OBJTYPE CEJATTRIEUTE OBJTEXT
. - ‘4 \ * I" \/ |-lI7I Y (e i 0O - = "1 i =
Object . . . . . . . : Library . YAUDJRNE CMD Copy Audit Journal Entries
Member . . . . . . . : ‘ ; DSPAUDJRNE | *CMD Display Audit Journal Entries
Incomplete data . . : No Hinimized entry data : *NONE ; DSPJRN * CMD Display Journal
Sequence . . . . . . ! 87515767 i - _
K . RCVJIRNE *CMD Receive Journal Entry
Code: . . < = & = & = 1 T - Audit trail entry - . : ‘ !
Type . . . . . . . . : CO - Create object ) RTVJRNE CMD Retrieve Journal Entry
Entry specific data Program Program O ct Symbol Symbol
Column L S S A " S A A Y - T N o L.i.]I'IElI“\.-" Name Nams Usage
ooee1 "NGLFPGMO11 XXERPPGHMH xPGH RPGLE '
' ' QSYS QJOUERNATL SPRVPGM QjoRetrieveJdJournalEntries *PROCEXP
09051 8
0e101 ) '
00151 ) )
00201 ' i . i i A A o
B0251 ' ROUTINE SCHEMA  ROUTINE NAME ROUTINE TYPE ROUTINE BODY EXTERNAL NAME EXTERNAL LANGUAGE
00301 ' SYS DISPLAY JOURNAL FUNCTION EXTERNAL QSYS/QDBSSUDFZ (QJOJRNTF) C

DISPLAY JOURNAT. ENTRY INFO PROCEDURE EXTERNAL QSYS/0Q UDFZ (DSPJEI) Cc

AUDIT JOURNAL DATA MART INFO 0 Ol TERNAL y JDMART)

MANAGE AUDIT JOUENAL DATA MART

ROUTINE_SCHEMA ROUTINE_NAME ROUTINE_TYPE i ’ EXTERNAL_LANGUAGE
AUDIT_JOURNAL_AD | FUNCTION SQ S/AUDIT_AD (AUDIT JOURNAL_AD 1) -
AUDIT JOURNAL_AF | FUNCTION SQ ' S/AUDIT_AF (AUDIT JOURNAL_AF 1) -

AUDIT_JOURNAL_AP | FUNCTION SQ : S/AUDIT_AP (AUDIT JOURNAL AP 1) -
AUDIT_JOURNAL_AU | FUNCTION SC S/AUDIT_AU(AUDIT JOURNAL_AU_l)
AUDIT JOURNAL_AX | FUNCTION s S/AUDIT_AX (AUDIT_JOURNAL_AX_l)
AUDIT JOURNAL CA | FUNCTION SQ AUDIT CA(AUDIT JOURNAL CA_l)
AUDIT JOURNAL CD | FUNCTION SQ SYSTOOLS/AUDIT CD (AUDIT JOURNAL CD_l)
AUDIT JOURNAL_CO | FUNCTION SC SYSTOOLS/AUDIT_CO(AUDIT JOURNAL CO_l)




7.6 TR2 7.5TRS 7.4TR10 7.4TR9 7.3TR12
o . J0i. 1/ROU ¥ | CREATED ~| |~ JOU(~ ROU = |CREATED =  ~ JOUI ~ ROU ~ CREATED ~ - JOUl~ ROU ~ CREATED|~| + JoUl ~ |ROU = CREATED -
Au d |t J o u r n a I e nt rl e s AUDIT .2024-10-22 AD  AUDIT_ 11/17/2023 AD  AUDIT. 2/8/2024 AD  AUDIT . 3/31/2024 AD
AUDIT .2024-10-22 AF  AUDIT  11/17/2023 AF  AUDIT. 2/8/2024 AF  AUDIT . 3/31/2024 AF  AUDIT  9/27/2022
AUDIT .2024-10-22 AP AUDIT_ 11/17/2023 AP AUDIT. 2/8/2024 AP AUDIT. 3/31/2024 AP
a n d AUDIT_.2024-10-22 AU  AUDIT_  5/3/2024 AU AUDIT. 7/4/2024 AU AUDIT. 9/8/2024 AU
AUDIT .2024-10-22 AX  AUDIT_  5/3/2024 AX  AUDIT. 7/4/2024 AX  AUDIT. 9/8/2024 AX
. . AUDIT .2024-10-22 CA  AUDIT 11/17/2023 CA  AUDIT. 2/8/2024 CA  AUDIT. 3/31/2024 CA 9/27/2022
t h e ir SYSTO O LS f u n ct i o n S AUDIT .2024-10-22 CD  AUDIT_ 11/17/2023 CD  AUDIT. 2/8/2024 CD  AUDIT. 3/31/2024 D 9/27/2022
AUDIT .2024-10-22 CO  AUDIT_ 11/17/2023 CO  AUDIT. 2/8/2024 CO  AUDIT. 3/31/2024 co 9/27/2022
AUDIT .2024-10-22 CP AUDIT_  5/3/2024 CP AUDIT. 7/4/2024 CP AUDIT. 9/8/2024 cp 9/27/2022
AUDIT .2024-10-22 DO  AUDIT  11/17/2023 DO  AUDIT . 2/8/2024 DO  AUDIT . 3/31/2024 DO 9/27/2022
AUDIT .2024-10-22 DS AUDIT  11/17/2023 DS AUDIT . 2/8/2024 DS AUDIT . 3/31/2024 DS
AUDIT .2024-10-22 EV  AUDIT_  5/3/2024 EV  AUDIT. 7/4/2024 EV  AUDIT. 9/8/2024 EV 9/27/2022
new entries brought by version 7.5 AUDIT .2024-10-22 GR  AUDIT_  5/3/2024 GR  AUDIT. 7/4/2024 GR  AUDIT. 9/8/2024 GR 9/27/2022
C3 - Advanced Analysis Command Configuration (TLSCONFIG AUDIT .2024-10-22 M AUDIT_ 11/17/2023 M AUDIT . 2/8/2024 M AUDIT . 3/31/2024 IM

FT - FTP Client Operations AUDIT_. 2026-07-14 D 1D D
AUDIT_.2024-10-22 IS AUDIT_  5/3/2024 Is AUDIT .  7/4/2024 Is AUDIT .  9/8/2024 IS 9/27/2022

MO - Db2 Mirror setup tools AUDIT_.2024-10-22 LD AUDIT_ 11/17/2023 LD  AUDIT. 2/8/2024 LD  AUDIT. 3/31/2024 LD
M6 - Db2 Mirror communication services AUDIT .2024-10-22 MO AUDIT  11/17/2023 MO AUDIT . 2/8/2024 MO AUDIT . 3/31/2024
M7 - Db2 Mirror replication services AUDIT .2024-10-22 M6  AUDIT_ 11/17/2023 M6  AUDIT . 2/8/2024 M6  AUDIT . 3/31/2024
AUDIT_.2024-10-22 M7  AUDIT_ 11/17/2023 M7  AUDIT_.  2/8/2024 M7  AUDIT_ 3/31/2024
AUDIT_.2024-10-22 M&  AUDIT_ 11/17/2023 M8  AUDIT..  2/8/2024 M8  AUDIT_ 3/31/2024
AUDIT .2024-10-22 M9  AUDIT  11/17/2023 M9  AUDIT . 2/8/2024 M9  AUDIT . 3/31/2024
AUDIT .2024-10-22 NA  AUDIT_2024-10-22 NA  AUDIT. 7/4/2024 NA  AUDIT. 9/8/2024
QAUDIRN journal entry types, including those with SYSTOOLS function AUDIT_.2024-10-22 oM AUDIT_  5/3/2024 oM AUDIT .  7/4/2024 oM AUDIT . 9/8/2024 AUDIT  9/27/2022
7.3TR12 14 AUDIT_.2024-10-22 OR  AUDIT_ 11/17/2023 OR  AUDIT_. 2/8/2024 OR  AUDIT_ 3/31/2024
7.4TR9 40 AUDIT .2024-10-22 OW  AUDIT  11/17/2023 OW  AUDIT . 2/8/2024 OW  AUDIT . 3/31/2024 AUDIT  9/27/2022
7.4TR10 40 AUDIT .2024-10-22 PA AUDIT  11/17/2023 PA AUDIT . 2/8/2024 PA AUDIT . 3/31/2024
7.5TR5 41 AUDIT .2024-10-22 PF AUDIT_ 11/17/2023 PF AUDIT .  2/8/2024 PF AUDIT . 3/31/2024
7.6 TR1 45 AUDIT_.2024-10-22 PG AUDIT_ 11/17/2023 PG AUDIT_.  2/8/2024 PG AUDIT_. 3/31/2024
7.6 TR2 a7 (JID & RU) AUDIT 2025-05-15 PO PO PO
AUDIT_.2024-10-22 PS AUDIT_2024-10-22 PS AUDIT_.  7/4/2024 PS AUDIT_  9/8/2024
AUDIT_.2024-10-22 PU AUDIT_ 11/17/2023 PU AUDIT_.  2/8/2024 PU AUDIT_. 3/31/2024
AUDIT .2024-10-22 PW  AUDIT 11/17/2023 PW  AUDIT . 2/8/2024 PW  AUDIT . 3/31/2024 AUDIT  9/27/2022
AUDIT .2024-10-22 RA AUDIT_ 11/17/2023 RA AUDIT .  2/8/2024 RA AUDIT . 3/31/2024
AUDIT .2024-10-22 RO  AUDIT_ 11/17/2023 RO  AUDIT. 2/8/2024 RO  AUDIT. 3/31/2024
AUDIT_. 2025-11-21 RP RP RP
AUDIT . 2026-07-14 RU RU RU
AUDIT .2024-10-22 RZ ~11/17/2023 RZ AUDIT . 2/8/2024 RZ AUDIT . 3/31/2024
AUDIT  2025-05-15 SF SF SF
AUDIT_.2024-10-22 SK _ 11/17/2023 SK AUDIT_.  2/8/2024 SK AUDIT_ 3/31/2024
AUDIT_.2024-10-22 SM _ 11/17/2023 SM  AUDIT_.  2/8/2024 SM  AUDIT_ 3/31/2024
AUDIT .2024-10-22 ST ~11/17/2023 ST AUDIT . 2/8/2024 ST AUDIT . 3/31/2024 AUDIT  9/27/2022
AUDIT .2024-10-22 Y ~ 11/17/2023 sV 2/8/2024 Y 3/31/2024 AUDIT_ 9/27/2022
AUDIT_. 2025-11-21 VO VO VO
AUDIT_. 2025-01-22 VP _ 1/22/2025 VP VP
AUDIT .2024-10-22 zC ~ 5/3/2024 zC . 7/4/2024 zC . 9/8/2024
AUDIT .2024-10-22 7R 7R | 7R

M8 - Db2 Mirror product services
M9 - Db2 Mirror replication state

o
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Audit Journal Entries
and
their SYSTOOLS Functions

e ————

SYSTOOLS.AUDIT_JOURNAL_AX

244 select * from gsys2.QSQAJMRI

245 where msg key like

246 |fes

M5G_KEY MSG TEXT

AX ET M Column mask

AX ET P PRow permission
AX ET T Table

GM

BEGIN

DECLARE RESULT_SQL_STATEMENT_TEXT VARGRAPHIC ( 5000 ) CCSID 1200 ;
) 0.9,0.0.0.0.9.0.0.90.9.0.0.0.0.9.0.0.0.9.9.0.0.0.90.0.0.0.0.0.0.0.0.0.9.9.0.0.0.0.0.0.0.0.0 4

FOR AUDIT_CURSOR CURSOR FOR

SELECT

J. ENTRY_TIMESTAMP,

J. SEQUENCE_NUMBER,

). 0.9,0.0.0.0.9.0.0.90.9.0.0.0.0.9.0.0.0.90.0.0.0.0.90.0.0.0.0.0.0.0.0.0.0.9.0.0.0.0.0.90.0.0.0 4

B.*,

CHAR ( SUBSTR (J.ENTRY_DATA,1,1),1)ASA_ENTRY_TYPE,
). 9.9.0.0.0.0.9.0.0.0.9.0.0.0.0.9.0.0.0.0.9.0.0.0.0.0.0.0.0.0.9.0.0.0.9.9.0.0.0.0.0.0.0.0.¢ 4

FROM TABLE ( QSYS2 . DISPLAY_JOURNAL (

'Qsys',

'QAUDIJRN',

JOURNAL_CODES =>'T",

JOURNAL_ENTRY_TYPES => 'AX',

) 9.0.0.0.0.0.9.0.0.0.9.0.0.0.0.9.0.0.0.0.9.0.0.0.0.0.0.0.0.0.0.0.0.0.9.9.90.0.0.0.0.9.0.0.0 4

))AS)

LEFT OUTER JOIN QSQAJMRI AS B

ON CONCAT ('AX_ET_', CHAR ( SUBSTR (J . ENTRY_DATA,1,1),1))=B.MSG_KEY
DO

IF A_SQL_STATEMENT_LENGTH > 0 THEN

BEGIN

) 0.0.0.0.0.0.9.0.0.0.9.0.0.0.0.9.0.0.0.0.9.0.0.0.0.0.0.0.0.0.0.0.0.0.0.9.90.0.0.0.0.9.0.004

CASE WHEN A_ENTRY_TYPE = 'T' AND A_OPERATION_TYPE = 'A'
THEN CASE A_ENABLED_OR_ROW_ACCESS_CONTROL

WHEN 'A' THEN 'ACTIVATE'

WHEN 'D' THEN 'DEACTIVATE'

WHEN ' ' THEN NULL

ELSE A_ENABLED_OR_ROW_ACCESS_CONTROL

END

ELSE NULL

END,

) 0,0.0.0.0.0.0.0.0.0.0.0.0.0.060660600600000000000009000000000¢

);

END FOR ;

RETURN ;

END

10
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AUDIT_JOURNAL_DATA_MART o SRS s RRRNCR SRR i Wi

DATA_MART LIBRARY => 'RSLAUD',
7.4 TR10/11 7.5 TR4/5 STARTING TIMESTAMP => cuzxrent date — 6 months,

ENDING TIMESTAMP => cuzrent date - 2 days

DATA_MART ACTION => 'EI

DATA MART FILTER

) s

r

Uses keep the FILTER for ADI

CALL QSYSZ.MANAGE AUDIT JOURNAL DATA MART (JOURNAL ENTRY TYPE

SYSTOOLS.AU DlT_.lOU RNAL_PW DATA_MART LIBRARY => 'RSLAUD',

STARTING_TIMESTAMP => '° NTINUE',

under the cover ENDING TIMESTAMP => current date -

DATA MART ACTION => 'ADL

i

ct data mart_library, data mart_table, data mart_filter, audit_journal starting timestamp, audit journal ending timestamp,
build end, second(build end) - second(build start) build duration seconds
FRCM QSYSZ.AUD IT JOURNAL DATA MART INFO
WHERE JOURNAL_ENTRY TYPE = 'PW' AND DATA_MART LIBRARY =

F,:elec't entry timestamp, user_name, job_user, program library, program name, remote_address,
VIOLATION TYPE DETAIL, AUDIT USER NAME from rslaud.audit journal pw ;

delete rslaud.audit journal pw where entry timestamp < cwdgent timestamp -

DATA MART
_LIBRARY DATA MART TABLE  DATA_MART FILTER AUDIT JOURNAL STARTING  AUDIT JOURNAL_ENDING
TIMESTAMP TIMESTAMP EUILD_END
Data Data Data
Mart Mart Mart Audit Journal Audit Journal Ending Build BUILD_ DURATION
Library Table Filter Starting Timestamp Timestamp End _SECONDS

RSLAUD AUDIT JOURNAL_PW VICLATION TYPE in ('P', 'Q 2026-0e-24 16:36:07.6... 202€6-06-24 1€:45:07... 2026-06-24 le:45:07...

PROGFAM_ PROGRAM AUDIT USER
ENTRY_ TIMESTAMP USER_NAME JOE_NAME  LIBRARY NAME REMOTE_ADDRESS  VICLATION TYPE DETAIL _NAME
20Ze-06-24 le: .« . QUSER_NC QZS05IGN Q5YS QZS05IGH X Password not valid GUY
2026-06-24 16:28... QSYS QINTER QSYS QLESPI User name not valid GMXXX
20Ze-0€-24 le:32... QSECOFR_NC QPOZSPWT Q5Y5 QPOZPCP2 ‘ Attempted signon (user authentication) failed hecause user profile is disabled GUY




AUDIT_JOURNAL_DATA_MART

7.4 TR10/11 7.5 TR4/5

SB

i; Manage Audit Journal Data M

2 Not secure

=  IBM Navigator for i

Data Mart Library

Data Mart Library Tl

&Dj Manage Audit Journal Di Manage
[gl Filter

RSLAUD ' h ’
4 Audit Journal Starting

ournal Ending

H
(33
&
®

kdananao Mata kdart

Ask Gemini

wGe 2% ritbrad [F ‘1

T @ O D &
stem Table Name Tl

bv s
u
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File Opening Auditing - Management

-- maintain r. j ‘ ‘ j es to be audited

-- keep the object audit value ni case of rollback

create or replace table rslaud.tables to_audit as

(select system table schema, system table name, object audit initial object audit from sysZ.sysfiles

Syste Syste
join table (QSYS2.0BJECT STATISTICS (system table schema, '*FILE')) st ifl " Di:l "
. - - Table Table

on st.objlib = system_table_schema and st.objname = system table name and st.objtype = '*FILE'
where system table schema = 'ERPFILE' and native type = 'PHYSICAL' and system table name like 'GLF%'

Schema Name

and right(system table name, 1) <> '2Z' ) ERPFILE GLECLIEN
. ERPFILE GLFCUENTA

with data on replace delete rows ;

, _ ) - ERPFILE GLFTRANS

insert into rslaud.tables to audit values|('XXERPDATA', 'GLFCLIEN', ' ') ; p—

- - XXERFPDATA GLFCLIEN

merge into rslaud.tables_to_audit
using table (QSYS2.OBJECT STATISTICS (system table schema, '*FILE')) st
on st.objlib = system table schema and st.objname = system table name and st.objtype = '*FILE' and initial object_audit =

WHEN MATCHED THEN UPDATE SET initial object audit = object_audit ;

select * from rslaud.tables to_audit ;

-- start auditing *ALL

select 'CHGOBJAUD OBJ(' concat system_table schema concat '/' concat system_table name concat ') OBJTYPE(*FILE) OBJAUD(*ALL)' command,
gemdexc ('CHGOEJAUD OBJ (' concat system table_schema concat ',
from rslaud.tables_to_audit

join table (QSYSZ.OBJECT STATISTICS (system table_schema, '*FILE')) st

on st.objlib = system table schema and st.objname = system_table name and st.objtype = '*FILE'

INITIAL OEJECT AUDIT
*ALL

*ATL

*NONE

*CHANGE

'/' concat system table_name concat ') OBJTYPE(*FILE) OBJAUD (*ALL)') command_result

where initial OBJECT_AUDIT <> '*ALL' ;
COMMAND

COMMAND RESULT

"HGOBJAUD OBJ (ERPFILE/GLFTRANS) OBJTYPE (*FILE) OBJAUD (*ALL)
CHGOBJAUD OBJ (XXERPDATA/GLFCLIEN) OBJTYPE (*FILE) OBJAUD (*ALL)




File Opening Auditing - Analysis

entry type

- - - - FROM T S.AUDIT _RECEIVER_NAME
ZC- use object with change intention > cuzzent timestamp - 15 minutes)) jrn wh

ZR- use object for read intention

v
r

_ rary_nam t_name
TAELE LS.AUDIT JOURNAL ZR (STARTING_RECEIVER_ NAME
STARTING TIMESTAMP => current timestamp - minu

*') and not (] = ASSINIT' & : . and user name =

ENTRY_TIMES ) SER_NAME JOB_NAME ) 9 ] [ 4 AM_NAME REMOTE_ADDR ENTRY_TYPE_DETAIL AC _TYPE_DETAIL LIBRARY_NAME OBJECT_ NAME
. 591! Durmp ERPFILE GLFCLIEN
-0€ A .6 £ Z { 2.13 Change of an - ERPFILE GLFTRANS
202e-0¢& - > G ) 2 . 130 Change of an o -t ganize ERPFILE GLFTRANS

of an ol : ERPFILE GLFCLIEN

ERPFILE GLFCLIEN
ERPFILE GLFCLIEN
ERPFILE GLFCLIEN

NIT QZ NIT .442.2.13 C 0 - ERPFILE GLFCLIEN

QPADEVOODO3 ) ( TDOOOD1 10.242.2.13 C ge o C : Ope ERPFILE GLFCLIEN

QPADEVOD003 10.242.2.13 C a : ERPFILE GLFCLIEN

; 10.242 3 C = ; ERPFILE GLFCLIEN

10.242.2.13 Cha 0 j e ERPFILE GLFCLIEN

B C 10.242.2.13 Chanc 0 : ERPFILE GLFCLIEN
GM_BASIC Q V 3 C 0.24 .130 Cha a jec D ERPFILE C
GM_BASIC [ 3 ( 3 lead ob D ERPFILE GLFC

GM_BASIC QPADEVDOO3 ] QCMD . 2.130 of a : ERPFILE GLFCLIEN

GM
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Db2 Changes Auditing at Record Level

-- using database journal, check for all changes
select entry_timestamp, journal entry type type,
cast(cast(SUBSTR(entry data ,1, 200) as char(200) for bit data) as char(200)
from table( ¢sys2.Display Journal ('ERPFILE', 'ERPJRN', Journal Codes => 'R',
STARTING_TIMESTAMP => cuxrent date - 1 days)) jrm ;

jrn.current user, job name,

-- using database journal, check for changes made by DFU

select entry timestamp, journal entry type type, jrn.cuzzrent usexr, job_ name,

cast(cast (SUBSTR(entry data ,1, 200) as char(200) for bit data) as char(200)
from table( ¢sys2.Display Journal ('ERFFILE', 'ERPJEN', Journal Codes => 'R',
STARTING TIMESTAMP => cuxrent date - 1 days)) jrn

where program library not in ('ERPPGM', 'ERPPTF') and not (job_name =

ENTRY TIMESTAMP TYPE CURRENT USER JOB_NAME PROGRAM NAME REMOTE_ADDRESS
:28:29... UB GM
. UP GM
. UB GM
. UP GM
JUB GM
4 UP GM
. UB GM

. UP GM

202e-06-29
2026-06-29
20Ze-06-29
2026-06-29
20Ze-06e-29
2026-06-29
20Ze-06-29
2026-06-29

o

QZDASOINIT
QZDASOINIT
QZDASOINIT
QZDASOINIT
QPADEVOODZ
QPADEVO0D2Z
QPADEVODOZ
QPADEVO0D2

QZDASOINIT 10.242.2
QZDASOINIT
QZDASOINIT
QZDASOINIT
QDZTDO000L
QDZTDOOODL
GLFPGMOOLE
GLFPGMOOLE

[ T o I

o o

o
O 00 00 0O 00O 00 O

o

'QZDASS

program name, remote_address,
cecsid 1141) record image
STARTING RECEIVER NAME => '*CURCHAIN',

program name, remote address,
ccsid 1141) record image
STARTING RECEIVER NAME => '*CURCHAIN',

INIT' and remote_address

RECORD_IMAGE

0015915000000000001Jchn Ford (Jr.)
0015915000000000001Jchn Ford (Jr.)
0024915000000000001Petros CHRISTOFIDES
0024815000000000001Petros CHRISTOFIDES
0014915000000000002Mr Jaime GONZALES
0014915000000000002Mr Jaime GONZALES
0014815000000000002Mr Jaime GONZALES
0014915000000000002Mr Jaime GONZALES

and user_ name = 'ERPSRVUSER')

EEEEEY275-073-6190
DDDDINY72-227-2234
DDDDRYQ72-227-2234
DDDDDYZ72-227-2234
DDDDDY272-227-2234

r




Db2 Changes Auditing at Record Level (Function added by 7.6 TR2 & 7.5 TR8)

t th.*

CREATE_DATA_JOURNAL FEADER (LIBRARY NAME -> system table schema, FILE NAME => system table name, OUTPUT LIBRARY data_journal reader cr

rslaud.tables_to_audit th ;

SYSTEM TABLE_SCHEMA SYSTEM TABLE HAME

ECT entry timestamp,
(RSLAUD.DISPLAY JOURNAL ERPFILE GLFCLIEN|
STARTING_RECEIVER_NAME = , STARTING_TIMESTAMP =

where program library not in | )

user name, clicomp, clinumero, clinombr, clitipo, clistat, job_name, p ram library, pr

TAELE
INITIAL_OBJECT AUDIT DATA_JOURNAL_READER_CREATED cuxrent timestamp - minutes))
GLECLIEN
GLFCUENTA
GLETRANS

GLFCLIEN

*ALL
*ALL
*NONE
*CHANGE

and not (job_name = ddress = aind user name =

XXEPPDATA

PROGPAM

ENTRY_TIMESTAMP OPEPATION OMP CLINUMERO CLINOMER CLITIPO CLISTAT LIBRARY PROGRAM_NAME

20Ze-08-02 15:10:1
2026-08-02 15:10:1.
1
1

USER_NAME JOB_NAME
. QZDASOINIT

QZDASOINIT

. QZDASOINIT

. QZDASOINIT

. QZDASOINIT

QZDASOINIT

(before

(after)

5815000000000001
5815000000000001
4915000000000001
4915000000000001
5815000000000001
5915000000000001
4915000000000001
4915000000000001
4915000000000002
4915000000000002

John Ford (Jr.)
John Ford (Jr.)
Petros CHRISTOFIDES
Petros CHRISTOFIDES
John Ford (Jr.)

. GM
. GM

UPDATE
UPDATE
UPDATE
UPDATE
UPDATE
UPDATE
UPDATE
UPDATE
UPDATE
UPDATE

-02 15:10: . GM (before)
-02 15:10: . GM
8-02 15:10:1... GM
=02 15:10:1. ..
-02 15:10:1...
=02 15:10:1...
-08-02 15:1l:1...
15:11:1.

(after)
(be
John Ford (Jr.)
CHRISTOFIDES
CHRISTOFIDES
GONZALES
GONZALES

(af
(be

GM

GM Petro QZDAS
.. QZDASOINIT
. QDZTDOODO1

. QDZTDOOOD1

Petros QZDASOINIT
QPADEVDO05

QPADEVOO00S

GM (after)
QTEMF

QTEMP

(before) Mr Jaime

(after) Mr Jaime

Powerful at filtering and presenting!!!
Filtering at database file field level

-linumero,
, up.clistat CLISTAT after,

operation, ub.clicomp, u ub.clinombr,
=, up.clitipo CLITIPO_ after, ub.clistat CLISTAT bef

ogram_library, ub.program name

TAELE

}& STARTING_RECEIVER_NAME =

87 join TABLE

8 STARTING_RECEIVER_NAME =

n ub.sequence
here ub.proc
and not  (ub

and (ub.clitipo

us

ENTRY_ TIMESTAMP

2026-08-02 15:10...
202e-08-02 15:10...
202e-08-02 15:10...

2026-08-02 15:10... GM

number+

NAME

GM ...
GM ...
GM ...

am_library not
name =

<> up.clitipo

ER_
OPERATION
UPDATE
UPDATE
UPDATE
... UPDATE

= up.sequence_

ub.c

CLICOMP

0oL
ooz
ool
ooz

, STARTING_TIMESTAMF =

, STARTING_TIMESTAMF =
number
ind ub.r

listat <> up.c

CLINUMERO
5815000000000001
4615000000000001
5815000000000001
4515000000000001

(RSLAUD.DISPLAY JOURNAL_ERPFILE_GLFCLIEN(JOURNAL_ENTRY TYPES =

cuxrent timestamp

(RSLAUD.DISPLAY_ JOURNAL_ERPFILE_GLFCLIEN(JOURNAL_ENTRY TYFPES =

cuxrrent timestamp

CLINOMER

John Ford (Jr.)
Petros CHRISTOFIDES
John Fe (Jr.)
Petros CHRISTOFIDES

CLITIFO_
BEFORE

EEEEE

EEEEE

CLITIFO_
AFTER

CLISTAT_
BEFORE

CLISTAT
AFTER JOB_NAME
3 QZDASOINIT
QZDASOINIT
QZDASOINIT
QZDASOINIT

PROGRAM
LIBPARY

Filtering at journal context field level

Don’t forget to :
Manage the retention

Manage the change in the file structure

Don’t miss any period of time when scheduled (no *CONTINUE value)

PROGRAM_NAME
QZDASOINIT
QZDASOINIT
QZDASOINIT
QZDASOINIT




; B Ask Al Questions...

Lt What does the Special Authority *AUDIT
B e AR allow on IBM i?
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GM

What does the Special Authority *AUDIT

allow on IBM i?

Y2 Security Architecture View

In IBM i's security model, special authorities are system-wide privileges that go beyond

object-level authority. *AUDIT specifically controls:

Details

Modify the AUDLVL (audit level) parameter on user profiles

Change user auditing | .
ia CHGUSRPRF

Modify the OBJAUD (object auditing) attribute on any object
ia CHGOBJAUD

Change system values
auditing values like QAUDLVL, QAUDLVL2, QAUDCTL, QAUDJRN

Control the audit

. l Manage the security audit journal (QAUDIJRN in QSYS)
ljourna

& Bol

(7</>\)

What's missing?

CHGAUD command
CHGDLOAUD command

QSYS2.SECURITY_INFO
service from 7.6

Commands Gated by *AUDIT
These commands require *AUDIT special authority to succeed:
Description

CHGUSRPRF AUDLVL(...) Change what actions are audited for a specific user

CHGOBJAUD Change auditing on a specific object

CHGSYSVAL SYSVAL(QAUD*)Change audit-related system values
CHGUSRAUD Change user auditing settings

18
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SB

What does the Special Authority *AUDIT

allow on IBM i?

On IBM i, the special authority *AuDIT allows a user to control security auditing functions. It is intended for

security officers and auditors who manage the system's audit journal.

With *AUDIT, a user can:

Start or end system auditing.
Change auditing-related system values (such as QAUDCTL , QAUDLVL , and related audit configuration

values).
Configure what events are written to the audit journal.

Manage aspects of the audit journal used to record security-related events.

What it does not allow
*AUDIT does not automatically grant:

e General security administration ( *SECADM does that).
¢ Full system control ( *ALLOBJ or *SERVICE provide broader capabilities).

¢ Authority to access all objects on the system.

Typical use case

An organization might grant *AuDIT to:

e A security administrator responsible for configuring auditing.
e An internal or external auditor who needs to manage audit settings without broader administrative

privileges.

@ ChatGPT’s answer ‘

19
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GM

What does the Special Authority *AUDIT
allow on IBM i?

|On IBM i, the special authority *AUDIT allows a user to view and change auditing
characteristics for the system, objects, and user profiles. [ibm.com], [ibm.com]

A user with *AUDIT can:
Change and display system values that control auditing. [ibm.com

Use commands such as CHGAUD, CHGOBJAUT, and CHGDLOAUD to modify
object auditing settings. [ibm.com

Use CHGUSRAUD to modify user auditing settings. [ibm.com]

Display an object's auditing configuration. [ibm.com]

Display a user profile's auditing configuration. [ibm.com

Run certain security tools, such as PRTADPOBJ. [ibm.com]
Security Considerations

*AUDIT does not grant access to all objects or security administration functions, but itis
still a sensitive authority because a user can:

Start or stop auditing.
Reduce or disable auditing for specific objects or users.

Potentially hide security-relevant activities from audit trails. [ibm.com],
nicklitten.com

Because of this, IBM recommends carefully controlling who receives *AUDIT authority.

ibm.com]

r

'..

Copilot’s ans

CHGOBJAUT/CHGOBJAUD

What's missing?

QSYS2.SECURITY_INFO
service from 7.6

20
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SB

What does the Special Authority *AUDIT

.
Gemini
allow on IBM i?

iThe *AUDIT special authority on IBM i provides users with the ability to view and change
the system's auditing characteristics.

Specifically, users with this authority can perform the following tasks:

Modify Auditing Configurations: Change and display the system values that
control auditing.

Manage Object Auditing: Use commands such as CHGOBJAUT, CHGDLOAUD,
and CHGAUD to configure auditing for specific objects.

Manage User Auditing: Use the CHGUSRAUD command to change auditing
settings for individual user profiles.

View Auditing Data: Display auditing values for both user profiles and system
objects.

Run Security Tools: Execute many of the security tool commands, such as
those found in GO SECTOOLS.

Security Note: Because users with *AUDIT authority can start or stop auditing and
potentially prevent specific actions from being recorded, it is critical to carefully control
and monitor who is granted this authority to prevent the concealment of security-
relevant activities.

Gemini’s answer @ @ @

CHGOBJAUT/CHGOBJAUD QSY.SZ'SECURITY—INFO
service from 7.6

21
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What does the Special Authority *AUDIT g Grok’s answer

allow on IBM i?

GM

1s

n\lhat does the special authority *AupiT allow on IBMi? \

The *AUDIT special authority is a powerful but focused system right. It allows a user to:

¢ Read and work with entries in the Security Audit Journal ( QAUDIRN ).
¢ Use audit-related commands and APls, such as:
e DSPIRN on QAUDJRN

e DISPLAY_JOURNAL() SQL table function

e RTVIRNE , RCVIRNE

e CPYAUDJIRNE, PRTTRC, etc.

* Access security audit data even without having *ALLOBJ or broad object authorities.

It is the minimum authority needed to review the system's security logs without giving full administrative

Qower. /

What's missing?

22
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GM

What does the Special Authority *AUDIT
allow on IBM i?

ﬂUDIT special authority on IBM i allows a user to manage and control the system auditing functicm

What *AUDIT specifically allows:

* Change system values related to auditing:

QAUDCTL
QAUDLVL
QAUDLVL2

QAUDFRCLVL

etc.

« Start/stop auditing on the system.

Enable or disable object auditing ( CHGOBJAUD ) on any object.
Enable or disable user auditing ( CHGUSRAUD ) on any user profile.
+ Work with the audit journal ( QAUDIRN ).

* Use commands like:

CHGOBJAUD

CHGUSRAUD

DSPAUDJRNE (in some contexts)

STRSECAUD / ENDSECAUD (indirectly)

(4 Grok'sanswer @ @ @

Work with the audit journal CHGAUD command

(QAUDJRN)

STRSECAUD/CHGSECAUD CHGDLOAUD command
ENDSECAUD does not exist 7O\ZYSZ.SECURITY_INFO service from

23
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SB

What does the Special Authority *AUDIT

allow on IBM i?

Setting up security auditing

With security auditing, you can collect information about security events in the QAUDJIRN journal.

Overview:

Purpose:
Set up the system to collect security events in the QAUDJIRN journal.

How To: . .
Required authorities

CRTIRNRCV *ADD to journal receiver library

CRTIRN QSYS/QAUDIRN *ADD to QSYS library (*PUBLIC = *USE)
WRKSYSVAL *SEC *AUDIT special authority (for audit values only)
CHGOBJAUD *AUDIT special authority

CHGDLOAUD *AUDIT special authority

CHGUSRAUD *AUDIT special authority
Authority:

*ADD authority to QSYS and to journal
receiver library
*AUDIT special authority

Journal Entry:

CO (create object)
SV (system value change)
AD (object and user audit changes)

Note:
QSYS/QAUDJIRN must exist before QAUDCTL can be changed, otherwise the system auditing function

doesn't know the journal name and won't find it.

Security Reference Q Q ‘

Guide’s answer

CHGOBJAUT/CHGOBJAUD QSYS2.SECURITY_INFO service
from 7.6

24
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What does the Special Authority *AUDIT Security Reference o OQ
allow on IBM i? Guide’s answer

Auditing security tools commands
What's missing?

These commands enable you to work with security auditing, the entries from the security audit journal
and the system values that control security auditing. CHGOBJAUT/CHGOBJAUD ?SYSZ7.56ECU RITY_INFO service
For more information about the security tools, see Appendix G, “Commands and menus for security rom 7.

commands,” on page 911.

Table 150. Auditing security tools commands

Command name | Descriptive name Function

CHGSECAUD Change Security Auditing Set up security auditing and to change the system
values that control security auditing.

CPYAUDJIRNE Copy Audit Journal Entries Copy entries from the security audit journal to output CPYAUDJRNE® Output file already exists "OBJOPR, "OBJMGT, | "EXECUTE
files that you can query. You can select specific entry ADD, "DLT
types, specific users, and a time period. Output file does not exist *EXECUTE, *ADD

CRTIRN Journal *READ, *ADD

DSPAUDJRNE! | Display Audit Journal Entries Display or print information about entries in the
security audit journal. You can select specific entry Journal receiver “OBJOPR, *0BJMGT, | “EXECUTE
types, specific users, and a time period. READ

- - — : : : : — DLTIRN Journal *OBJOPR, *EXECUTE
DSPSECAUD Display Security Auditing Values Display information about the security audit journal *0BJEXIST

and the system values that control security auditing.

DSPAUDJRNES

IBM has stopped providing enhancements for the DSPAUDIRNE command. The command does not I
support all security audit record types, and the command does not list all the fields for the records it You must have *AUDIT special authority to use this command.

does support.

Only Grok
was able to find them!!

jesowsew Ang




SB

What does the Special Authority *AUDIT

allow on IBM i?

*AUDIT special authority
Audit (*AUDIT) special authority gives the user the ahility to view and change auditing characteristics.
A user can perform the following tasks with the *AUDIT special authority:
« Change and display the system values that control auditing.
Use thelCHGOBJAUT,CHGDLOAUD, and CHGAUD commands to change auditing for objects.
Use the CHGUSRAUD command to change auditing for a user.
Display an object's auditing values.
Display a user profile's auditing values.
Run some of the security tool commands, such as PRTADPOBJ.

Risks: A user with *AUDIT special authority can stop and start auditing on the system or prevent auditing
of particular actions. If having an audit record of security-relevant events is important for your system,
carefully control and monitor the use of *AUDIT special authority.

To prevent general users from viewing auditing information, restrict general users' access to the following
information:

» The security audit journal (QAUDJIRN)
« Other journals that contain auditing data
» Save files, outfiles, spool files, and printed output that contain auditing information

Note: Only a user with *ALLOBJ, *SECADM, and *AUDIT special authorities can give another user *AUDIT
\special authority.

Security Reference ‘ . .

Guide’s answer

CHGOBJAUT/CHGOBJAUD QSYS2.SECURITY_INFO service
from 7.6

The Display Security Attributes (DSPSECA), command, the Retrieve Security Attributes

(QSYRTVSA) API,
and QSYS2.SECURITY_INFO now require *SECADM or *AUDIT special authority to use on

IBMi7.6.

26
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' What does the Special Authority *AUDIT
allow on IBM i?
. — | g ' : | LESSON: Multiply your sources!

Surprisingly, Grok helped uncover missing authorities hidden behind the special authority *AUDIT

1.

1
1
THL

Jim
(b
lln

! l .
, @ e requirement.
Only Bob and Grok managed to fix the mistake in the Security Reference Guide (CHGOBJAUT versus

. a + .. i
428 Gemini g :
-. ’. Gl CHGOBJAUD)
el dllisy T R What's wrong? What's missing?

Source (0=>5) (0=>5)

Bob hoa

S W ChatGPT
ik e Fr e O T Copilot @

Grok (1st to 3rd questions)
Grok (4th question)

@ Security Reference Guide

ahs Online help
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Authorities required to query a database journal using QSYS2.DISPLAY_JOURNAL

entry timestamp, journal entry , Jjrn.cmxrent user, job_name, pr
entry_data ,1, as record chang
e( gsysi.Display Journal | , Journal
STARTING TIMESTAMP => c-u:r.';en t date - days, obje w:'til.ﬂ:nr:a;y =
AUTHORIZATION | O SYSTEM C C SYSTEM OEJECT
_NAME _NAME E AGGREG_REQUIRED AUTHORITY
GMFILE GLFCLIEN *FILE *EXEC *OBJOPR *READ
GMJRN JRN *TRN *EXECUTE *OBJOPR *READ
GMJRNRCV RCVOOOL *TRNRCV *EXEC *OBJOPR *READ
GMFILE *LIB *EXECUTE
GMJEN *LIB *EXECUTE

b, journal entry jrn.current user, name, pr am_name,
data ,1,
Journal Journal g ARTING RECEIVER LIBFRA - ' TARTING RECEIVER NAME =

._name = bjtyp = ct_member =

AUTHORIZATION : TEM OEJECT SYSTEM OBJECT SYSTEM OBJECT

_NAME HEMA _NAME _TYPE AGGREG_REQUIRED AUTHORITY
GM_ALLOBJ GMF ILE GLFCLIEN *FILE *EXECUTE *OBJOPR *READ
GM_ALLOBJ GMJREN JRN *JTRN *EXECUTE *OBJOPR *READ
GM_ALLOBJ GMJRNECV RCVOOODL *JRNRCV *EXECUTE *OBJOPR *READ
GM_ALLOBJ GMFILE *LIE *EXECUTE

GM_ALLOBJ : GMJRN *LIB *EXECUTE

GM_ATLLOBJ GMJIRNRCV *LIB *EXECUTE

= f entry data ,1, )
from table( ¢sys2.Display Journal | I PII', Journal Codes , STARTING_ RECEIVER_LIERARY =>

STARTING TIMESTAMP —> current date - : ) Jrn ; AUTHORIZATION SYSTEM OBJECT SYSTEM OBJECT EM OBJECT

_NAME HEMA _NAME _TYPE 5_REQUIRED_ AUTHORITY

GM_ALLOEJ GMFILE GLFCLIEN *FILE *OBJOPR *READ

GM_ALLOBJ GMF ILE GLFTRANS *FILE XECU *OBJOPR *READ

5M _ALLOEJ GMJIEN JRN *JRN CU [*OBJEXIST|*OBJOPR *READ
GM_ALLOEJ GMJRNRCV RCVOODO1 *JRNRCV *OBJOPR *READ

GM_ALLOEJ GMJRN *LIB

jesowlew Ang
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Authorities required to query a database journal using DSPJRN

LESSON
Display Journal (DSPJRN)

0o xUSE 1s required for all objects that exist on the system in the Anothergoodreasonto

QSYS file system| that are specified on the FILE |Jand OBJ
paramters. use DlSPLAY_JOURNAL

DISPLAY_JOURNAL
requires *USE authority
for each file for which
journal entries have
been retrieved (whether
selected or not).

DSPJRN requires *USE
only on the selected
files.

DSPJRN does not require
*USE on the files when
not selected !

DISPLAY JOURNAL table function

Last Updated: 2025-10-16

The DISPLAY_JOURNAL table function returns information about journal entries. It returns information similar to what is returned by the Display Journal
(DSPJRN) CL command and the Retrieve Journal Entries (QjoRetrieveJournalEntries) API.

Authorization:

— The caller must have *USE authority to the journal and *EXECUTE authority to the library containing the journal.

— The caller must have *USE authority to every requested journal receiver and *EXECUTE authority to the library containing the journal receiver.
— *OBJEXIST authority is required to the journal if object-name is omitted or if object-name specifies an object that no longer exists.

— If object-name is *ALL, the caller must he authorized to every object associated with a journal entry.
= The caller must have:
= *USE authority to the object, and
= *EXECUTE authority to the library containing the object.

GM 29



Authorities required to query the system audit journal QAUDJRN

lay Journal (|

cuxrrent date -

am name,

::7J‘:-‘.lL’n\:’\l [ ournal | » STARTING_RECEIVER _LIERARY =
rent date -

jrn.user name e, job user, p ram library, pro
_TYPE_DETAIL, AUDIT R_NAME
S5.AUDIT JOURNAL_ PW (STARTING_RECEIVER_NAME =>
STARTING TIMESTAMP => cuxrent date - 3 jen ;

cl: DSPJRN JRN(QAUDJEN) RCVENG(*CURCHAIN) ENTTYP(PW) OUTPUT|(*PRINT) ; AUTHORIZATION SYSTEM OBJECT SYSTEM OBJECT
_NAME _SCHEMA _NAME
GM_ALLOBJ GP. AUDRCVOOO04
GM_ALLOEJ ) QAUDJRN

31 cl: DSPRAUDJRNE ENTTYP (PW) JRNRCV(*CURCHAIN) OUTPUT(*PRINT) ;

AUTHORIZATION S YSTEM O

WAME NAME
[ 07/14/2026, 05:27:35 PM ] PRun Selected... - B

DSPAUDJRNE ENTTYP (PW) JRNRCV (*CURCHAIN) OUTPUT(*PRINT)

CPFB304: User does not have required special author

cl: CPYAUDJRNE ENTTYP (PW) JENRCV (*CURCHAIN) ;

SYSTEM_OBJECT
_TYPE

* JRNRCV

*JRN

AGGREG_REQUIRED AUTHORITY
*EXECUTE *OBJOPR *READ
*EXECUTE *OBJEXIST *OBJOPR *READ

AGGREG_REQUIRED AUTHORITY

jesowlew Ang



«/ Auditable

SQL Remote

FTP Server
FTP Client

File Server
NetServer/QSYS.LIB

SB

ObjectConnect

User Commands
(CPP)

Commands & Pgms
SQL Execution

User Programs

QUERY/400

System Commands
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SB

SQL Remote

FTP Server
FTP Client

File Server
NetServer/QSYS.LIB

ObjectConnect

User Commands
(CPP)

Commands & Pgms
SQL Execution

User Programs

Triggers

QUERY/400

System Commands

jejowsew Ang




Object Level Security - Static Authorities Foundation

L (]

1111110101060 1 EJ o
*PUBLIC
@3 L NG, USER PROFILE
Objet | 1
Level ‘ \l ——————————
il
=
1 ek
Authority Checking ,
Process P 4 AUTHORIZATION LIST
_ . . 7 GROUP PROFILE(S)
( & i =L e y; SPECIAL AUTHORITY *ALLOB)
TP S— PRIMARY GROUP
1 {E1 0D RLE 101010 (QRATTE 0D \ 7 4
M4 fOo 1o I‘"'.jv“:lm”DHTIHEH \\ /
= PGM /
l Adopted Authority
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/ Protectable

SB

User Commands
Object Level (CPP) User Programs
Security

SQL Remote

Triggers

FTP Server QUERY/400
FTP Client

File Server

System Commands
NetServer/QSYS.LIB

Commands & Pgms
SQL Execution

ObjectConnect

jesowsew Ang



Function Usage — Basic contextual Access Authorities

USER PROFILE *PUBLIC

Protocol - Function

P L

Protocol

._-_.'.‘--‘- e ok : : FUNCTION_PRODUCT_ID NUMBER By default: *ALLOWED or *DENIED
: = Access specified for *ALLOBJ profiles
QIBM_NAV_ALL_FUNCTION New Nav Access *DENIED

QIBM_NAV_* New Nav functions *ALLOWED
QIBM_DB_ZDA ODBC *ALLOWED

QIBM_DB_DDMDRDA DDM & DRDA *DENIED

QIBM_QTMF* FTP *ALLOWED

Function Default Allobj Function Name

Usage Indicator Message Text
CFG_DDM DENIED NOT USED DDM (CRT/CHG/DLT/DSP/WRK) command access
B CFG_VIEW DENIED NOT USED View Input/Output System Configuration
QIEM QZLS NETSVE SHARE DENIED NOT USED Allow object owner shares
QIEM RUN UNDER USER NO AUTH ALLOWED NOT US Run under a user without authentication

jesowlew Ang



Function Usage in Action

User

Name
EPIADM
GM
GM_BASICLM
GRP_EXPLT
JPLTOCLS
JPLTOOLS
QDIRSRV
QOBJC
QTCP
QYPSJSVR

Usage

ALLOWED
ALLOWED
DENIED

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED

Default

Usage
DENIED
DENIED
ALLCWED
DENIED
DENIED
DENIED
DENIED
DENIED
DENIED
DENIED

Allobj
Indicator
NOT USED
NOT USED
USED
USED
NOT USED
NOT USED
USED
USED
USED
USED

Function Function Name
D Message Text 2eck 1f th tive uséelz

QIEM DB_SECADM Database Security Administrator Tﬁlﬂ?%'qBYS:.SQL_CHECE_FUNCTIQH_USAGE"_V

QIEM DB_SECADM Database Security Administrator
QIEM DB_ZDA Toolbox Application Server Access
QIEM ACCESS_ALLOBJ_ JOBLOG Access job log of *ALLOBJ job

QIBM DB_SCLADM Database Administrator
QIEM_DB_SECADM Database Security Administrator
QIBM_QSY_SYSTEM CERT STORE *SYSTEM certificate store
QIBM_QSY SYSTEM CERT STORE *SYSTEM certificate store
QIBM_QSY SYSTEM CERT STORE *SYSTEM certificate store

QIBM _QSY SYSTEM CERT STORE *SYSTEM certificate

-- list functions default values

select us.user_ name, us.usage, user_type, default usage, allobj_ indicator, us.function_id, FUNCTION NAME MESSAGE_TEXT

FROM QSYS2.FUNCTION USAGE us join QSYSZ.FUNCTION_INFO fu on us.function_id = fu.function_id

order by us.user_ name;

-- add ADNMIN group to QIBM QIA* (BRMS) if default =

SELECT fu.function_id, default usage, allobj_indicator,

'CHGFCNUSG USER(GRP_ADMIN) USAGE (*ALLOWED) FCNID(' concat fu.function_id concat ')' command,

emdexc (' CHGFCNUSG USER(GRP_ADMIN) USAGE (*ALLOWED) FCNID(' concat fu.function_id concat ')') cmd_result

FROM QSYS2.FUNCTION INFO fu

where fu.function id like 'QIEM QlA%' and default_usage = 'DENIED'

ORDER BY fu.function_id ;

-- grant GRP_EXPLT to QIBM ACCESS ALLOBJ JOBLOG

SELECT authorization name,

'"CHGFCNUSG USER(' concat authorization_name concat ') USAGE (*ALLOWED) FCHID[OIBM_ACCESS_ALLOEJ_JOBLOG)' command,

qcmdexc('CHGFCHUSG USER(' concat authorization_name concat ') USAGE (*ALLCOWED) FCHID{QIEM_ACCESS_&LLOEJ_JOELOG]') cmd_result

FROM (sys2.user_info up where authorization name in ('GRP_EXPLT') ;

Authorization
Name COMMAND

GRP_EXPLT CHGFCNUSG USER(GRP_EXPLT) USAGE (*ALLOWED) FCNID (QIBM ACCESS ALLOBJ_ JOBLOG)

CMD_RESULT




C:\Users\GUY=ftp 123.456.6.78
. . . Connecté 4 123.456.6.78.

Function Usage in Action I .
228 Connection will close if idle more than 5 minutes.
501 OPTS unsuccessful; specified subcommand not recognized.
Utilisateur (123.456.6.78:(none)) : gm_basic
331 Enter password.
Mot de passe

530 Log on attempt by user GM_BASIC rejected.
Echec de 1'identification.
ftp=

functior jistration operation, cqualifie b name, user name, program name,

function name
.AUDIT BNAL GR (STARTING RECEIVER NAME => ' 1 ', STARTING TIMESTAMP => cuxrent date -

where entry type = 'F' and function registration operation = ' E F E' ;

FUNCTION_REGISTRATION USER_PROFILE_
ENTRY TIMESTAMP _OPERATION QUALIFIED_ JOB_NAME USER_NAME | PROGRAM NAME | NAME FUNCTION_ NAME

2026-07-23 15:25... USAGE FAILURE 816199/QTCP/QIFTRPOO0 QTCP QTMESRVR GM_BASIC QIBM_QTMF_SERVER_REQ_0
2026-07-23 15:25... USAGE FAILURE 816199/QTCP/QTFTPO0DZ2 QTCP QTMFSRVR GM_BASIC QIBM OTMF_SERVER_REQ 10
2026-07-23 15:26... USAGE FAILURE 819823 /QUSER/QZRCSRVS GM_BASIC  QZRCSRVS GM_BASIC QIBM_NAV_ALL_FUNCTION

2026-07-23 15:31... USAGE FAILURE 819615/QUSER/QZDASOINIT  GM BASICLM QZDASOINIT GM_BASICLM QIBM DB_ZDA

2026-07-23 15:38... USAGE FAILURE 819830/0SECOFR/QPADEVO00B QSECOFR QCMD QSECOFR QIBM DB SECADM

Enter SQL Statements

b_name, program name, user_name, T'JPE SQL statement, press Enter.
ON_TYPE_DETAIL, ._PROFILE_NAME, OBJECT NAME, jrn.OBJECT TYPE >
S.AUDIT AL_AF (STARTING RECEIVER_NAME =
current date - =)} jrn create permission gm.gm_authorized only on gm.testsec for rows
where user = 'GM’

enforced for all access enable
PROGPAM_ USER_PROFILE OBJECT_ Not authorized to CREATE PERMISSION

ENTRY TIMESTAMP QUALIFIED JOB_NAME NAME USER_NAME | VIOLATION TYPE DETAIL _NAME OBJECT NAME | TYPE ===)

2026-07-23 15:23:... 819783/GM BASIC/QPADEVOOOB QCMD ... GM BASIC Special authority violation GM BASIC DSPJOBLOG *CMD

Parameters or command

===> dspjoblog 815928/EPI/MONDTAQ
F3=Exit F5=Refresh F7=Find
Fl1i1=Display elapsed data F12=Canc
Not authorized to display job log.

GM 37
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Function Usage

SQL Remote

FTP Server
FTP Client

File Server
NetServer/QSYS.LIB

ObjectConnect

User Commands
(CPP)

Commands & Pgms
SQL Execution

User Programs
Triggers

System Commands

QUERY/400
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RCAC/Row — Access Authorities by Row

(clicomp =

(clicomp =

CCOMPANY
Client ID
4915000000000002
4915310000000011
5615000000000001
4815000000000001
49153 10000000002
101245894317825
12345¢£7850000001
123456788012345¢
5800100010101011
787878787878

folofo

ction on erpfile.glfclien for

I lcurren t_use.r,

sr (current user,

|curren t_user, I:] ) =

enable ;

Client Client
Client Name Type Status
Mr Jaime GONZALES
Christopher Wang

John Ford (Sr.

JOHN Watson

Pascal Tarloucellowitch
Rastapopoulos

Jean DURAND

Ekaterina RAWITZ

Taxe Id

AnA_n97_999
PN AP A |

884354448
913-073-4574
275-073-6190

8220000-2
VAT-118

79_997_997
ra=asi=add

233-073-6290
12345678

EBEB4

Adress |

. NORTE 135

. Ocean Drive

. Lambert Walk
. Avenue Petros
. Avenue Jacques Cartie,.
.. PRETORIA

.. Jaint-Etienne C

.. Maputo -oc AMEIQUE
.. Perth .. AUSTRALIA

. Downing Street

. Mining Avenue

Adress 2 Adress 3

.. test 4 .. EGYPT

.. SOUTH AFRICA ... Pretoria
.. Saint Louis

.. LEFKOSIA

DUBAI

. POLAND

CA

"Silent" mechanism and independent of
interfaces (implicit WHERE clause)

Rejected by default
(condition 0=1)

Covers any row-level operation (read,
update, delete, insert)

Triggered after object-level security

Allows to present an "empty" file to an
*ALLOBJ user

Exclusive lock required for alter table
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RCAC/Column - Hiding a Column

create mask erpfile.taxid masked on erpfile.glfclien for colmnn

'"WGRPALL') = 1 or

case when verify group for user(current user,
clidir2 then clitaxid

E.Lfie I R R R R R R R

end

enable ;

alter table erpfile.glfclien activate colwwn access control ;

COMPANY Client Client
Client ID Client Name Type Status

101245884317825 JOHN Watson ... BEBBB X
12345€7890000001 Pascal Tarloucellowitch ... CCCCC
12345€7890123456 PRastapopoulos ... CCCCC
5900100010101011 Jean DURAND ... GOOD
€E078787878787878 Ekaterina PAWITZ ... BEBBB

GM

hkkkkh ko ke hh ko hh k|

172-227-2234

LAAAA AL R LR ELE S S B
LAAAAAALRAA LA LE LS L N

EAAAA S AL AR EL LSS BN

Adress 1

. Downing Street
. NORTE 15

. RICHELIEU

. Avenue ONTARIO
. Mining Avenue

-

Adress 2

. PRETORIA
.|Saint-Etienne
. Maputo

. Perth

. KPAKOW

Adress 3

. SOUTH AFRICA
. FPRANCE

. MOZAMBIQUE

. AUSTPALIA

. POLAND

FREE!

Fairly easy to implement on
selected tables

"Silent" mechanism

and independent of
interfaces

(implicit WHERE clause)

Exclusive lock required for
alter table
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RCAC - Ressources

Session iUG 2021
Technical feedback - Eddie Chaffin

RCAC Implementation in multi-company M3 environment i'UG.
(in collaboration with Infor and Kent Milligan

IBM Lab Services)

Presentation OmniTech 2017

The Omni User g4

Scott Forstie

l-".
An Association of Chicagoland
Computer Professionals
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RCAC - Peripheral Security

ournisseur : -552
552] Not authorized to CREATE PERMISSION. Cause : operation cannot be performed without the required authority. -- CREATE TABLE requires *USE authority to the CRTPF command.
Pe rmissio n’ Mask’ Alter Table EATE VIEW or CREATE INDEX uires *USE authority to the 0 d. -- CREATE ALIAS requires *USE authority to the JF command. -- CREATE SCHEMA requires *USE authority to the CRTLIB command.
-= ALTER TABLE requires *USE authority to the ADDPFCST command in order to ad onstraints, and *USE authority to the BMVPFCST command in order to drop constraints. -- ALTER TRIGGER requires *USE authority
to the CHGPFTRG command. -- CREATE PROCEDURE or CREATE FUNCTION requires *OBJOPR and *ADD authority to the catalog table SYSROUTINES in Q . —- DROP PROCEDURE or DROP FUNCTION requires *OBJOPR and *DLT

authority to the catalog table SPARMS in QSYSZ., -- CREATE TYPE requires *OB f] i Y52, l PR and *DLT authority to the catalog
table SYSTYPES in QSYSZ. -- CREATE TRIGGER r S S rity to the

® Registration in QIBM_D B_S ECADM CRTDTAAPA command. -- DROP SEQUENCE requires *USE autho : c \ iy MENT ON statements for

procedures, functions, types, triggers and seque

® NO aUthorItles reqUIred on the Ta ble and Its lera ry ID associated with the statement has *ALLOBJ speci . T CURRENT DEGREE and the /RESET_ENVIRONMENTAL_LIMITS ure require that the authorization ID ass
. *JOBCTL special auth y or be authorized to the QIEM DB_SQLADM function. -- CR ] LABEL ON and COMMENT ON of a MASK or PERM N requires that the auth
* Even QSECOFR must be registered! - R oy )

statement be authorized to the QIEM DB_SECADM function. The same authorization is required to RENAME, DROP or delete an object that is referenced by a mask or permission and to CREATE, DROP, or ALTER a
secure TRIGGER or PUNCTION. Recovery . . . : Obtain authority from the security officer and try the operation again. Authorization to the QIEM DB_SQLADM and QIEM DB _SECADM functions can be handled by
pplication Administration in System i Navigator. The Change Function Usage command can also be used to allow or deny use of the function. For example CNUSG FCNID(QIEM DB ADM)

USAGE (*ALLOWED) .

Display Function Usage

Function ID . . . . . . : QIBM_DB_SECADM .
Managing QIBM_DB_SECADM Function name . . . . . : Database Security Administrator QIBM_DB_SECADM a"OWS tO .

Description . . . . . . : Database Security Administrator Functions

e *SECADM required—So, *ALLOBJ is Product . . . . . . . . : QIBM_BASE_OPERATING_SYSTEM * Managing authority collection

o, » Managing RCAC
sufficient if Privilege Elevations are possible o i

Default authority . . xDENIED » Managing QSYS.LIB Authorities (private,

e Default authonty = *DENIED (not *ALLOBJ special authority . . . . . . . . : *NOTUSED public ot owner)—Except private
’ 7
changeable User Type Usage User Type Usage ; :
g ) EPIADM User *ALLOWED AUthorlty for |t5e|f
GM Group *ALLOWED
GM_ALLOBJ User *ALLOWED
GM_BASIC User *ALLOWED
JPLTOOLS User *ALLOWED

Listing RCAC configuration

from ¢gsysZ.syscontrols ;

* No authorities required Still true : from gsysZ.syscontrolsdep ;

in7.6

jesowlew Ang
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RCAC - Auditing QIBM_DB_SECADM

°T fu.user name, ful: : Fu. user , fi.default usage, fi.allobj indicator, fi.function id, fi.function name message text

FROM Q .FUNCTION INFO fi I=ff join .FUNCTION USAGE fu on fu.function id = fi.function id
where fu.function id =
order ]DT user name ; USER_NAME USER_TYPE DEFAULT USAGE ALLOEJ_INDICATOR FUNCTION_ID FUNCTION_ NAME MESSAGE_TEXT

— USAGE

User User Default Allohj Function Function Name

Name Usage Usage Indicator ID Message Text

GM ATLOWED U . DENIED NOT USED QIBEM DE_SEC Database curity Administrator
RITERAD ALLOWED SER DENIED NOT USED QIEM DE_SEC Database Security Administrator
RITSTEFAN ALLOWED USER DENIED NOT USED QIEM DE C Database curity Administrator
WGRPALL ATLOWED GROUP DENIED NOT USED QIEM DE_SEC Database Security Administrator

_name, USer name, pProgram name,
eration, user profile name, usage setting, previous usage
.AUDII;JDUPHAL_GP ISTAPTIHG_PECEIVEP_HAME ->> . I | m', STAPTIHG_TIMESTAMP => cuxrent date)) jrn

ration =

USER_ PROGRAM \EMO FUNCTION REGISTRATION USER_PROFILE
ENTRY TIMESTAMP JOE_NAME NAME _NAME . i  FUNCTION_NAME _OPERATION _NAME USAGE_SETTING PREVIOUS_USAGE
08:00: ... QPADEVOOOD4 GM QCMD .2%... QIEM DE_SECADM CHANGE USAGE RITSTEFAN ATLLOWED UNENOWN
DE8:00: ... QPADEVOOD4 GM QCMD . «.. QIEM DE_SECADM CHANGE USAGE RITEFAD ALLOWED UNENOWN
08:00: ... QPADEVOOD4 ©GM QCMD .24... QIBM DE_SECADM CHANGE USAGE WGRPALL ATLOWED UNENOWN @
DB:12: ... QPADEVOO04 GM QCMD . ... QIEM DE_SECADM CHANGE USAGE WGRPALL DENIED ALLOWED ?

o
(mia)

jeljowlew

:12: ... QPADEVOOD4 GM QCMD .24... QIEM DE SECADM CHANGE USAGE WGRPALL PREMOVED DENIED
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RCAC - Auditing RCAC Functions

select jrn.entry timestamp, jrn.user name, jrn.job _name, jrn.program name, jrn.remote address, jrn.entry type, jrn.entry type detail,

jrn.operation type, jrn.library name, jrn.file name, jrn.mask name, jrn.column name, jrn.permission name, jrn.enabled, jrn.row_access _control, jrn.column access_control,
jrn.prev_enabled, jrn.prev row access control, jrn.prev_column access control, jrn.sql statement text, jrn.statement truncated
from t-a]i-_L%I‘SYSTOC'LS.l,-'a.UDIT_J':'UP'.I'I_LL__L.}I (STARTING RECEIVER NAME => '*CURCHAIN', STARTING TIMESTAMP => cuxrent date - days)) jrn ;

USER_ REMOTE _ ENTRY OPEFATION LIERARY

ENTRY TIMESTAMP NAME JOE_NAME PROGRAM NAME ADDRESS TYPE ENTRY TYPE DETAIL = TYPE _NAME FILE NAME MASK NAME COLUMN_NAME PERMISSION NAME ENABLED
202e-07-03
2026-07-03
20Ze-07-03
2026-07-03
202e-07-03
202e-07-03
2DZe-07-03
2026-07-03
2DZe-07-03
2026-07-03
202e-07-03

o
(=]

. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10-24. ..
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 10.24...
. GM QZDASOINIT QZDASOINIT 0]t a 5

QZDASOINIT QZDASOINIT 10.24...

Row permission DROP ERPFILE GLFCLIEN - - COMPANY PROTECTION

Table ALTER ERPFILE GLFCLIEN = = =

Row permission DROP ERPFILE GLFCLIEN = - QIEM DEFAULT GLFCLIEN ERPFILE
Table ALTER ERPFILE GLFCLIEN =

Table ALTER ERPFILE GLFCLIEN -

Row permission CREATE ERPFILE GLFCLIEN COMPANY PROTECTION

Table ALTER ERPFILE GLFCLIEN - -

Row permission CREATE ERPFILE GLFCLIEN = - QIEM DEFAULT GLFCLIEN ERPFILE
Column mask DROP ERPFILE GLFCLIEN TAXID MASKED -

Column mask CREATE ERPFILE GLFCLIEN TAXID MASKED CLITAXID

Table ALTER ERPFILE GLFCLIEN - -

OO0 O0OO0OO0OOOOoO O
0O 0O 0O 0O 0O 00O 0O 0O oo @
2 2 mwmHmwmAaHE WA

o
=

=ct entry timestamp, journal entry type type, jrn.current user, job name, program name, remote address,

!(entry_data , 1, ) as cl )] cqualified file
from table( ¢sysZ.Display Journal ('ERPFI FPJREN', |Journal Codes = l STARTII
STARTING_TIMESTAMP => current date -

CURRENT REMOTE _
ENTRY TIMESTAMP _USER JOE_NAME PROGRAM NAME ADDRESS QUALIFIED FILE

02e-07-03

where lj-:-urnal_r‘:ntry_typ»:- in ('PLl', 'PZ P3 I MZ M3 “G') 026-07-03

— 026-07-03

Journal Cod Entry type Description 026-07-03

CcG Change file 026-07-03

M1 Create Mask LSl

k 0Ze-07-03

M2 Drop Mas FEEeaE

M3 Alter Mask 026-07-03

Pi Create Permission 026-07-03

P2 Drop Permission 026-07-03
P3 Alter Permission

o
[
—
-]

GM ... QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
GM «.. QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
GM ... QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
GM «.. QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
GM ... QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
GM ««« QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE
QZDASOINIT QZDASOINIT 10.24... GLFCLIEN ERPFILE

o
-

o
-

o
[

o

o

W O O M M o
—

W W o o o o

ra

o o
o o

()

w

o

r

o
0 o
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J
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RCAC - Database Journal!

iays)) jrn wl

Display journal (sQL Service)
masks on columns:
Permissions on rows:

DSPJRN (Command)
masks on columns:
Permissions on rows:

he

re

journal

M Jaime

GONZALES

, STARTING_RECEIVER_NAME =

\
H

DSPERN JRN{(ERPFILE/ERPJRN) RCVRNG(*CURCHAIN) ENTTYP(UP)

Display Journal Entry

Object Lo GLFCLIEN Library e ERPFILE
Hember . . . . oL GLFCLIEN
Incomplete data : No Minimized entry data : XNONE
Sequence . . . . . . ! 80
Code . . . . . . . . : R Operation on specific record
Type L. .o upP Update, after-image
Entry specific data
Column L I L T B T TR R -1
00001 '003101245894317825 JOHN Watson
00051 ' BEBBBBZVAT-118
00101 ' Downing Street PRETORIA ’
00151 ' SOUTH AFRICA 14356 °
00201 ‘6 1234567890 1445784519 ’

00251 : YEUR"

Important: RCAC is applied to the table or physical file access. It is not applied to the
journal receiver access. Any and all database transactions are represented in the journal
regardless of RCAC row permissions and column masks. This makes it essential that

IBM i security is used to ensure that only authorized personnel have access to the
journaled data.
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RCAC - Triggers & Functions! FLEXIBILITY EFFICIENCY

—

TRIGGERS associated with a file under RCAC control FUNCTIONS used in RCAC permission
e “SECURED” Option required (manipulations authorised for users
« “SECURED” Option required (manipulations authorised for registered in QIBM_DB_SECADM)
users registered in QIBM_DB_SECADM) * “NO EXTERNAL ACTION” Option required (actions outside of Db2
prohibited)
* Accesses hidden columns  Accesses all rows and columns

s » -
S ST ST O ST S 339~ - o
LTEVIEW Seculred uncrions

select * from ¢sysZ.sysroutines where secure =

select * from ¢sysZ.systriggers where secure
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/ Protectable
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RCAC

SQL Remote

FTP Server
FTP Client

File Server
NetServer/QSYS.LIB

SSH
SCP/SFTP

ObjectConnect

User Commands
(CPP)

Commands & Pgms
SQL Execution

User Programs

Triggers

QUERY/400

System Commands

jejowsew Ang



i\ '
. | " :
L]
s |}
w ||
¢ '..l,’i
. [ ] l’
"/
. % -‘l
- Tl
o . 1
'{‘F d

Multiple Levels:

Protocol
Job
TimeStamp
IP
Client Register
SQL statement

SB

Exit points - Full contextual Access Authorities

ZERO
TRUST

USER PROFILE *PUBLIC

jﬁi

Perfectly complements Object Securit;)
Layer requested before the “Authority-Checking Process”

What to do with an Exit Program:

Reject certain connections and/or transactions

Log rejected attempts

Log certain sensitive connections and/or transactions (admin user, critical table, unlisted IP, non-
application call stack, etc.)

Trigger actions (sending to a SIEM, alert, automatic remediation, MFA challenge, interact with a
SOAR, etc.)

jesowlew Ang

Most advanced « contextual » Access Control
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- Exit Points - Full Contextual Access Authorities
| vy
Ny 'ﬁ Security-Related Exit Point Categories
'{p y ..' ' 'i
7 1 Those who are:
‘i: . i
» attached to authentication (FTP Server, REXEC, ODBC, TCP
] Logon)
Multiple Levels:
Protocol » attached to transactions, commands, functions, ... (FTP client, .
Job New In 7.6
. FTP Server, REXEC, ODBC, NetServer, Remote
TimeStam P Exit Exit Exit
IP Commands, DDM) Point Point Program Exit
Client Register Name Format Library Program
SQL statement * attached to commands (before, after) QIEM QSY AUTH AUTHOLO0 RSLAUD  LOG_AUTH

» attached to Sockets (Low-level communication - IP & Port)
« attached to SQL engine (Query Governor, Query Supervisor)

» more exotic (job_notify, virus scanning, profile, password, data

o
c
<
3
o
3
o
=
Q
kS

ueues, ...
9 ) Most advanced « contextual » Access Control
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«/ Protectable

SB

. . User Commands
Exit Points

(CPP) User Programs
Protocols V
SQL Remote

¢/

Triggers

FTP Server QUERY/400
FTP Client

File Server

System Commands
NetServer/QSYS.LIB

Commands & Pgms
SQL Execution V
ObjectConnect
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GM

Multiple Levels:

Protocol
Job
TimeStamp
IP
Client Register
SQL statement

Exit points - Full Contextual Access Authorities

Security-Related Exit Point Categories

Those who are:
» attached to authentication (FTP Server, REXEC, ODBC, TCP Logon)

Wi attached to transactions, commands, functions, ... (FTP client, FTP Server, REXEC,
ODBC,

NetServer, Remote Commands, DDM)
¢ attached to commands (before, after)
- attached to Sockets (Low-level communication - IP & Port)
+ attached to SQL engine SQL (Query Governor, Query Supervisor)
* more exotic (jop=nati

attached to Db2 file openmgs (audit values *CHANGE, *ALL) &

IFS stmf (attributes *CRTRUNEXIT & *RUNEXIT)

jesowlew Ang

Most advanced « contextual » Access Control
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Protectable
Exit Points User Commands

Open Files (cpPP) User Programs

SQL Remote

Triggers

FTP Server QUERY/400
FTP Client

File Server

System Commands
NetServer/QSYS.LIB

Commands & Pgms
SQL Execution

ObjectConnect
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Exit Points BEFORE

Full Contextual Access 