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• Db2 Data Access Methods

• Technologies Available to Improve 
Auditability and Protection
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Remote
Commands:
FTP Server - Quote Rcmd
FTP Client - Syscmd
REXEC - RUNRMTCMD
DDM - SBMRMTCMD
IBM i Access for Windows - RMTCMD
ODBC/DRDA - QCMDEXC proc or scalar function

SSH – System  …

FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

Associated protocols:
ODBC
JDBC
.Net
OLEDB
DRDA
SSH Db2
CLI/QShell Db2
Remote SQL, XDA
VS Code – Db2 for i
RSE
Mapepire
…

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

IBM i Services 
get_clob_from_file

QSYS2.IFS_READ

QSYS2.IFS_WRITE

SYSTOOLS.IFS_RENAME 

…

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

Accessing JOURNAL receiver 
contents:
QSYS2.DISPLAY_JOURNAL
DSPJRN, RCVJRNE
QjoRetrieveJournalEntries
DATA_JOURNAL_READER
…

Inventory of all 
methods  

accessing Db2 
Files/Tables

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

AUDIT
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• Always understand what happened

• Identify security attempts, breaches and human errors

• Prove the positive effects of your remediations

• Identify the side effects of your remediations

• Identify the negative effects of your remediations

Why an Audit Trail is so important?

https://www.comparitech.com/software-supply-chain-attacks/

https://www.comparitech.com/software-supply-chain-attacks/
https://www.comparitech.com/software-supply-chain-attacks/
https://www.comparitech.com/software-supply-chain-attacks/
https://www.comparitech.com/software-supply-chain-attacks/
https://www.comparitech.com/software-supply-chain-attacks/
https://www.comparitech.com/software-supply-chain-attacks/
https://www.comparitech.com/software-supply-chain-attacks/
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Events to audit Journal
Journal 

code
Journal Entry types Other Audit Trails

File openings (read, modify)
QAUDJRN T ZC – ZR (access type = 30 …) 

Authority Collection, Exit Point ‘Open Database File’

Database F OP

Actions at the Object Level (creation, deletion, rename, backup, 
restoration, authorities, owner, etc.)

QAUDJRN T CO - DO - OM - ZR (access type = 46 47 48) - OR - CA – OW Command & SQL Exit points, Database Monitor, Plan 
Cache

Database D CT - DT - FN - DH - DZ - GT – GO

Actions on certain file attributes (triggers, constraints, RCAC 
functions, logging, etc.)

Database D TC TD TG - AC DC GC - M1 M2 M3 P1 P2 P3 - DJ EF JF
Command & SQL Exit points, Database Monitor, Plan 
Cache

QAUDJRN T AX

Actions at the Member Level (creation, deletion, rename, backup, 
restoration, logging, clear, reorganize, ...)

Database F MC - MD - MN - MF MS - MR - JC EJ JM - CR - RG RM
Command & SQL Exit points, Database Monitor, Plan 
Cache

Actions at the Record Level (add, modify, delete) Database R PT PX - UB UP - DL
Triggers (system & SQL), SQL Exit points, Database 
Monitor, Plan Cache

Attempts to access files QAUDJRN T AF Authority Collection

Changes to audit values QAUDJRN T AD Command Exit point

Actions at record level (read) Read-Triggers (system) 

The events to be audited and their associated audit trails
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https://www.ibm.com/docs/en/i/7.6?topic=security-reference
Security Reference Guide, Appendix “Layout of audit journal entries” (only for Journal Code = T)
---------------------------------------------
Model files in QSYS (example : QASYCPJ5 for entry type CP)  
(only for Journal Code = T)
--------------------------------------------------------

Fields you may encounter in many entries for Journal Code T
XXETYP      TYPE OF ENTRY                   A     1  

XXONAM      Object Name                     A    10  

XXOLIB      Library name                    A    10  

XXOTYP      Object type                     A     8  

XXPNM       Path name                       A  5000

--------------------------------------------------------------
https://www.ibm.com/docs/en/i/7.5.0?topic=ssw_ibm_i_75/rzaru/rzarufinder.html
Journal entry information finder

How to find the description of Audit Journal entry types?

https://www.ibm.com/docs/en/i/7.5?topic=security-reference
https://www.ibm.com/docs/en/i/7.5?topic=security-reference
https://www.ibm.com/docs/en/i/7.5?topic=security-reference
https://www.ibm.com/docs/en/i/7.5.0?topic=ssw_ibm_i_75/rzaru/rzarufinder.html
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How to read Audit Journal entries?
Structure of the entry image is interpreted
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Audit Journal entries 
and 
their SYSTOOLS functions
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Source
 SYSTOOLS.AUDIT_JOURNAL_AX 

Source
 SYSTOOLS.AUDIT_JOURNAL_AX 

Audit Journal Entries 
and 
their SYSTOOLS Functions

BEGIN
DECLARE RESULT_SQL_STATEMENT_TEXT VARGRAPHIC ( 5000 ) CCSID 1200 ;
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
FOR AUDIT_CURSOR CURSOR FOR
SELECT
J . ENTRY_TIMESTAMP ,
J . SEQUENCE_NUMBER ,
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
B . * ,
CHAR ( SUBSTR ( J . ENTRY_DATA , 1 , 1 ) , 1 ) AS A_ENTRY_TYPE ,
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
FROM TABLE ( QSYS2 . DISPLAY_JOURNAL (
'QSYS' ,
'QAUDJRN' ,
JOURNAL_CODES => 'T' ,
JOURNAL_ENTRY_TYPES => 'AX' ,
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
) ) AS J
LEFT OUTER JOIN QSQAJMRI AS B
ON CONCAT ( 'AX_ET_' , CHAR ( SUBSTR ( J . ENTRY_DATA , 1 , 1 ) , 1 ) ) = B . MSG_KEY
DO
IF A_SQL_STATEMENT_LENGTH > 0 THEN
BEGIN
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
CASE WHEN A_ENTRY_TYPE = 'T' AND A_OPERATION_TYPE = 'A'
THEN CASE A_ENABLED_OR_ROW_ACCESS_CONTROL
WHEN 'A' THEN 'ACTIVATE'
WHEN 'D' THEN 'DEACTIVATE'
WHEN ' ' THEN NULL
ELSE A_ENABLED_OR_ROW_ACCESS_CONTROL
END
ELSE NULL
END ,
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
) ;
END FOR ;
RETURN ;
END 
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7.4 TR10/11 7.5 TR4/57.4 TR10/11 7.5 TR4/5

AUDIT_JOURNAL_DATA_MART

Uses 
SYSTOOLS.AUDIT_JOURNAL_PW 

under the cover
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7.4 TR10/11 7.5 TR4/57.4 TR10/11 7.5 TR4/5

AUDIT_JOURNAL_DATA_MART
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File Opening Auditing - Management
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File Opening Auditing - Analysis

ZC- use object with change intention
ZR- use object for read intention
ZC- use object with change intention
ZR- use object for read intention
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Db2 Changes Auditing at Record Level
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Db2 Changes Auditing at Record Level (Function added by 7.6 TR2 & 7.5 TR8)

Powerful at filtering and presenting!!!
Filtering at database file field level
Filtering at journal context field level

Don’t forget to :
Manage the retention 
Manage the change in the file structure
Don’t miss any period of time when scheduled (no *CONTINUE value)
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DISCLAIMER : Answers collected from AI have been done specific days during July 2026 and may be different on another day

Ask AI Questions…

What does the Special Authority *AUDIT 
allow on IBM i?

Source
Reliability 

(0=>5)
Consistancy 

(0=>5)
What's wrong? What's missing?

Bob

ChatGPT

Copilot

Gemini

Grok

Security Reference Guide

Online help
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Bob’s answerWhat does the Special Authority *AUDIT 
allow on IBM i?

What's wrong? What's missing?

CHGAUD command

CHGDLOAUD command

QSYS2.SECURITY_INFO 
service from 7.6
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ChatGPT’s answerWhat does the Special Authority *AUDIT 
allow on IBM i?

What's wrong? What's missing?
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What does the Special Authority *AUDIT 
allow on IBM i?

Copilot’s answer

What's wrong? What's missing?

CHGOBJAUT/CHGOBJAUD
QSYS2.SECURITY_INFO 
service from 7.6
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What does the Special Authority *AUDIT 
allow on IBM i?

Gemini’s answer

What's wrong? What's missing?

CHGOBJAUT/CHGOBJAUD
QSYS2.SECURITY_INFO 
service from 7.6
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Grok’s answerWhat does the Special Authority *AUDIT 
allow on IBM i?

What's wrong? What's missing?

*ALL *ALL
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What does the Special Authority *AUDIT 
allow on IBM i?

Grok’s answer

What's wrong? What's missing?

Work with the audit journal 
(QAUDJRN)

CHGAUD command

STRSECAUD/CHGSECAUD CHGDLOAUD command

ENDSECAUD does not exist
QSYS2.SECURITY_INFO service from 
7.6
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Security Reference 
Guide’s answer

Required authorities
*ADD to journal receiver library
*ADD to QSYS library (*PUBLIC = *USE)
*AUDIT special authority (for audit values only)
*AUDIT special authority
*AUDIT special authority
*AUDIT special authority

What does the Special Authority *AUDIT 
allow on IBM i?

What's wrong? What's missing?

CHGOBJAUT/CHGOBJAUD
QSYS2.SECURITY_INFO service 
from 7.6



gu
y m

arm
o

rat

25

Security Reference 
Guide’s answer

What does the Special Authority *AUDIT 
allow on IBM i?

What's wrong? What's missing?

CHGOBJAUT/CHGOBJAUD
QSYS2.SECURITY_INFO service 
from 7.6

Only Grok 
was able to find them!!
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The Display Security Attributes (DSPSECA), command, the Retrieve Security Attributes 
(QSYRTVSA) API,
and QSYS2.SECURITY_INFO now require *SECADM or *AUDIT special authority to use on 
IBM i 7.6.

Security Reference 
Guide’s answer

What does the Special Authority *AUDIT 
allow on IBM i?

What's wrong? What's missing?

CHGOBJAUT/CHGOBJAUD
QSYS2.SECURITY_INFO service 
from 7.6
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Source
Reliability 

(0=>5)
Consistancy 

(0=>5)
What's wrong? What's missing?

Bob 4 4 0 3

ChatGPT 2 1 0 0

Copilot 4 4 1 1

Gemini 3 3 1 1

Grok (1st to 3rd questions) 0 0 99 99

Grok (4th question) 3 3 3 3

Security Reference Guide 5 5 1 1

Online help 5 5

What does the Special Authority *AUDIT 
allow on IBM i?

LESSON: Multiply your sources!

1. Surprisingly, Grok helped uncover missing authorities hidden behind the special authority *AUDIT 
requirement.

2. Only Bob and Grok managed to fix the mistake in the Security Reference Guide (CHGOBJAUT versus 
CHGOBJAUD)
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Authorities required to query a database journal using QSYS2.DISPLAY_JOURNAL
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Authorities required to query a database journal using DSPJRN

LESSON

Another good reason to 
use DISPLAY_JOURNAL

DISPLAY_JOURNAL 
requires *USE authority 
for each file for which 
journal entries have 
been retrieved (whether 
selected or not).
DSPJRN requires *USE 
only on the selected 
files. 
DSPJRN does not require 
*USE on the files when 
not selected !



gu
y m

arm
o

rat

30

Authorities required to query the system audit journal QAUDJRN

Once the user has been granted *AUDIT, commands 
DSPAUDJRNE & CPYAUDJRNE bypass the required authorities 
on QAUDJRN and its journal receivers
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

Auditable
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

PROTECTION
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Object Level Security - Static Authorities Foundation

USER PROFILE

AUTHORIZATION LIST
GROUP PROFILE(S)
SPECIAL AUTHORITY *ALLOBJ
PRIMARY GROUP

AUTHORIZATION LIST
GROUP PROFILE(S)
SPECIAL AUTHORITY *ALLOBJ
PRIMARY GROUP

Authority Checking 
Process

Objet
Level

*PUBLIC

File
Table

PGM
Adopted Authority

IFSIFS
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

Protectable
Object Level 
Security
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By default: *ALLOWED or *DENIED
Access specified for *ALLOBJ profiles

Protocol - Function
Navigator for i
FTP
Database Server
DDM - DRDA
…

Function Usage – Basic contextual Access Authorities

Protocol
Level

USER PROFILE *PUBLIC

QIBM_NAV_ALL_FUNCTION New Nav Access *DENIED

QIBM_NAV_* New Nav functions *ALLOWED

QIBM_DB_ZDA ODBC *ALLOWED

QIBM_DB_DDMDRDA DDM & DRDA *DENIED

QIBM_QTMF* FTP *ALLOWED

New in 7.6Removed in 7.6:
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Function Usage in Action
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Function Usage in Action
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

Protectable
Function Usage
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RCAC/Row – Access Authorities by Row

"Silent" mechanism and independent of 
interfaces (implicit WHERE clause)

Rejected by default 

(condition 0=1)

Covers any row-level operation (read, 
update, delete, insert)

Triggered after object-level security

Allows to present an "empty" file to an 
*ALLOBJ user

Exclusive lock required for alter table
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FREE!

Fairly easy to implement on 
selected tables

"Silent" mechanism 

and independent of 
interfaces 

(implicit WHERE clause)

Exclusive lock required for 
alter table

RCAC/Column - Hiding a Column
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Session iUG 2021 
Technical feedback - Eddie Chaffin

RCAC Implementation in multi-company M3 environment 

(in collaboration with Infor and Kent Milligan

IBM Lab Services)

RCAC – Ressources 

Presentation OmniTech 2017

Scott Forstie
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Permission, Mask, Alter Table

• Registration in QIBM_DB_SECADM
• No authorities required on the Table and its Library
• Even QSECOFR must be registered!

RCAC – Peripheral Security

Listing RCAC configuration

• No authorities required !!!!!! 

Managing QIBM_DB_SECADM

• *SECADM required – So, *ALLOBJ is 
sufficient if Privilege Elevations are possible

• Default authority  = *DENIED (not 
changeable)

QIBM_DB_SECADM allows to :

• Managing authority collection
• Managing RCAC
• Managing QSYS.LIB Authorities (private, 

public, autl, owner) - Except private 
Authority for itself

Still true 
in 7.6
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RCAC – Auditing QIBM_DB_SECADM
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RCAC – Auditing RCAC Functions
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RCAC – Database Journal!       

Display_journal (SQL Service)

masks on columns: not applied
Permissions on rows: applied

DSPJRN (Command)

masks on columns: not applied
Permissions on rows: not applied
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RCAC – Triggers & Functions!      

TRIGGERS associated with a file under RCAC control

• “SECURED” Option required  (manipulations authorised for 
users registered in QIBM_DB_SECADM)

• Accesses hidden columns

TRIGGERS associated with a file under RCAC control

• “SECURED” Option required  (manipulations authorised for 
users registered in QIBM_DB_SECADM)

• Accesses hidden columns

FUNCTIONS used in RCAC permission

• “SECURED” Option required  (manipulations authorised for users 
registered in QIBM_DB_SECADM)

• “NO EXTERNAL ACTION” Option required (actions outside of Db2 
prohibited)

• Accesses all rows and columns

FLEXIBILITY EFFICIENCY

VIGILANCE

Must be subject to 
drastic controls (code 
review, deployment in 
prod, manipulations, 
etc.)
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

Protectable
RCAC

Accessing JOURNAL receiver contents:
QSYS2.DISPLAY_JOURNAL
DATA_JOURNAL_READER
DSPJRN
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What to do with an Exit Program:
• Reject certain connections and/or transactions
• Log rejected attempts
• Log certain sensitive connections and/or transactions (admin user, critical table, unlisted IP, non-

application call stack, etc.)
• Trigger actions (sending to a SIEM, alert, automatic remediation, MFA challenge, interact with a 

SOAR, etc.)

Exit points - Full contextual Access Authorities

USER PROFILE *PUBLIC

File
Table

Perfectly complements Object Security
Layer requested before the “Authority-Checking Process”
Perfectly complements Object Security
Layer requested before the “Authority-Checking Process”

Multiple Levels:
Protocol

Job
TimeStamp

IP
Client Register
SQL statement

…

Most advanced « contextual » Access Control
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Exit Points - Full Contextual Access Authorities

Security-Related Exit Point Categories

Those who are:

• attached to authentication (FTP Server, REXEC, ODBC, TCP 

Logon)

• attached to transactions, commands, functions, ... (FTP client, 

FTP Server, REXEC, ODBC,  NetServer, Remote 

Commands, DDM)

• attached to commands (before, after)

• attached to Sockets (Low-level communication - IP & Port)

• attached to SQL engine (Query Governor, Query Supervisor)

• more exotic (job_notify, virus scanning, profile, password, data 

queues, …)

New in 7.6

Multiple Levels:
Protocol

Job
TimeStamp

IP
Client Register
SQL statement

…

Most advanced « contextual » Access Control
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

Protectable
Exit Points
Protocols
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Exit points - Full Contextual Access Authorities

Security-Related Exit Point Categories

Those who are:

• attached to authentication (FTP Server, REXEC, ODBC, TCP Logon)

• attached to transactions, commands, functions, ... (FTP client, FTP Server, REXEC, 

ODBC, 

   NetServer, Remote Commands, DDM)

• attached to commands (before, after)

• attached to Sockets (Low-level communication - IP & Port)

• attached to SQL engine SQL (Query Governor, Query Supervisor)

• more exotic  (job_notify, virus scanning, profile, password, data queues, …)
attached to Db2 file openings (audit values *CHANGE, *ALL)  & 

IFS stmf (attributes    *CRTRUNEXIT & *RUNEXIT)

Multiple Levels:
Protocol

Job
TimeStamp

IP
Client Register
SQL statement

…

Most advanced « contextual » Access Control
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FTP Server
FTP Client
  Put
  Get
  Delete
  Rename ...

File Server
NetServer/QSYS.LIB
  Open
  Rename
  Delete ...

ObjectConnect
SAVRSTxxx

DDM File
Commands (CPYF...)
SQL, RLA

Commands & Pgms
SQL Execution
  RUNSQL
  RUNSQLSTM
  STRSQL
  STRQMQRY
  QSQPRCED

SSH
SCP/SFTP
Put
Get …

SSH
PASE
cp
mn
rm
chmod …

User Programs
*PGM
*PGMSRV
SQL, RLA

QUERY/400
  RUNQRY
  WRKQRY
  QQQQQRY

User Commands 
(CPP)
DBU …

File
Table

SQL Remote
SELECT      DROP
UPDATE    CREATE
INSERT      ALTER
DELETE     GRANT
MERGE     TRUNCATE
               …

System Commands
UPDDTA   EDTF
DSPPFM   DSPF 
SAVxxx     RSTxxx
CPYxxx     DMPxxx 
SNDSMTPEMM …

INTER

BATCH

Triggers
ADDPFTRG
CREATE TRIGGER

Protectable
Exit Points
Open Files
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« Food » for thought: 
     

• Numerous vulnerabilities discovered since 2022 that 

have always existed in our favorite OS…

• Software vendors are targeted by hackers and/or had 

critical breaches (Software Supply Chain Attacks). What 

about our habits with trusted third parties?!

• SQL and open-source capabilities are becoming more 

numerous and complex.

• A user with no authorities and limited capabilities still has 

significant system discovery possibilities

• Defining read access? A SELECT associated with an 

ACS download is not equivalent to the same SELECT in 

a Java application… (data export for one)

Exit Points
Full Contextual Access Authorities

BEFORE 

 « A call for collective action on cyber defense »
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« Food » for thought: 

• Stay current (as soon as you can)

• Protect heavily authentications

• Reject discovery behaviors

• Implement zero trust as much as possible

• Keep your audit trail clean, long and correlated 

• Threat can come from everywhere, including the 

inside….

AFTER 

 « A call for collective action on cyber defense »

Exit Points
Full Contextual Access Authorities



gu
y m

arm
o

rat

55

Other measures increasing Db2 Data Protection

• Data encryption using Field procedures

• Data anonymization 

• Combinations of various measures to strengthen 

access to sensitive data and/or the use of direct 

interfaces (MFA, privilege escalation, ticketing 
system integrated into exit points)



THE EFFECTIVENESS OF 
SECURITY THROUGH 
INDEPENDENT LAYERS

Example: 
Attempted exfiltration 
of sensitive data

Workstation Workstation IBM i Partition IBM i Partition IBM i Partition IBM i Partition IBM i Partition IBM i Partition 

Prohibited Admin 

Authorities 

Packaged Software 

deployment according to 

the Role

Public authorities 

*EXCLUDE on data |  

*CHANGE authorities via 

the Application Group

Function usage
Exit Point SQL & FTP 

(connection & détail)

Exit Point SQL  (Client 

Register)

Exit Point on ultra-

sensitive tables
RCAC

In place In place In place
Not activated because 

redundant with exit points
In place in blocking mode

Not activated because not 

supported by the exit 

program

Not activated because exit 

program is not available 

or not performing

In place

Phishing or dishonest 

user
FTP &  DBeaver accessible SQL, FTP SQL, FTP

FTP bloqued, SQL 

accessible
SQL accessible SQL accessible 

SQL accessible , but no 

data returned

Takeover of the 

workstation via a website 

proxy and installation of 

an executable; Theft of ID 

and password for 

connecting to the servers

This workstation belonged 

to a user with a different 

role; the station was not 

cleaned up properly 

before redeployment

The profile used being a 

member of the application 

group, its access to the 

data is legitimate

Function usage: Not 

activated

Members of the 

application group are 

legitimate to use a Java 

application manipulating 

IBM i data including the 

targeted sensitive table

No control in place over 

the client used

No additional control over 

the targeted sensitive 

table

SQL permission on 

sensitive files with 

analysis of working 

environment criteria via 

an SQL function: Reading 

a sensitive table outside 

the application gives an 

empty result

LEVEL

Protective 

measure

Status of the 

measure

Method(s) of 

violation

Explanations
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THANK YOU
FOR

YOUR ATTENTION!

Guy Marmorat
gmarmorat@resiliane.com

Steve Bradshaw 
steve.bradshaw@rowtonit.com
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